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Preface

Thank you for choosing Tenda! Please read this user guide before you start with i9.

Conventions

The typographical elements that may be found in this document are defined as follows.

Item

Cascading menus
Parameter and value
Variable

Ul control

Message

Presentation

>

Bold

Italic

Bold

«n

Example

System > Live Users

Set User Name to Tom.

Format: XX:XX:XX:XX:XX:XX

On the Policy page, click the OK button.

The “Success” message appears.

The symbols that may be found in this document are defined as follows.

Symbol

|__’yN OTE

OT|F>

Meaning

This format is used to highlight information of importance or special interest.

Ignoring this type of no
damage to device.

te may result in ineffective configurations, loss of data or

This format is used to highlight a procedure that will save time or resources.

Acronyms and abbreviations

Acronym or Abbreviation
AP

AC

SSID

DHCP

DNS

ISP

AES

VLAN

TKIP

Full Spelling
Access Point

Access Point Controller

Service Set Identifier

Dynamic Host Configuration Protocol

Domain Name System

Internet Service Provider

Advanced Encryption Standard

Virtual Local Area Network

Temporal Key Integrity Protocol



Acronym or Abbreviation Full Spelling

PoE Power Over Ethernet

WEP Wired Equivalent Privacy

Additional information

For more information, search this product model on our website at http://www.tendacn.com.

Technical support

If you need more help, contact us by any of the following means. We will be glad to assist you as
soon as possible.

Global: (86) 755-27657180

‘\ A,
> Canada: 1-888-998-8966 M support@tenda.cn
Hotline Email

Hong Kong: 00852-81931998

(2) S
http://www.tendacn.com tendasz

Website Skype
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11 Getting to know your device

1.1 Overview

Tenda i9 is a wireless access point specially designed for offices, bars, coffee shops and other
indoor environments. Working at 2.4 GHz band, it provides a wireless transmission rate of as high
as 300 Mbps. Featured with 2 built-in high gain omni-directional MIMO antennas, i9 provides
powerful WiFi signal with strong wall penetration capacity and broad WiFi coverage. Compliant
with |IEEE 802.3af standard, i9 allows you to apply long-distance power supply via PoE without

changing your original power network. All of this makes i9 an ideal choice for WiFi coverage.

1.2 Appearance

1.2.1 LED indicator

System indicator

LED Indicator Status Description
Solid on The system is starting or faulty.
System indicator Blinking The system is working properly.

Off The system is powered off or the LED indicator is turned off.



1.2.2 Button and port

-------------------------------- Position of the label

y ——— ) Reset button

® Power jack

................................................ [ LAN port

Button & Port Connection Description

LAN port 10/100 Mbps auto negotiation port
¢ If the AP is powered using a DC adapter, connect this port to a switch.

e If the AP is powered through PoE, connect this port to an IEEE 802.3af PoE

switch.
Power jack The power jack is used to connect to a DC adapter for supplying power to the AP.
Input: 12V1A
Reset button After the AP is powered on, you can hold down this button for about 8 seconds to

restore the factory settings.

1.2.3 Label

The label is located on the rear panel of the AP. For details of the label, see the following figure.

www. tendacn.com
Made in China

Power: 12V =1A FCCID:V7TI9

This device complies with Part 15 of the FCC Rules. Operation is subject
to the following two conditions: (1) this device may not cause harmful
interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

MAC @nnererreenneeeere s W ................. (5)




(1): Name of the AP.

(2): Model of the AP.

(3): Default IP address of the AP. You can use this IP address to log in to the web Ul of the AP.
(4): Default user name and password of the web Ul of the AP.

(5): MAC address of the AP. The default primary SSID of the AP is Tenda_XXXXXX, where XXXXXX
indicates the last 6 characters of this MAC address.

(6): Serial number of the AP. If the AP is faulty, you need to provide this serial number when
sending the AP for repair.



Application scenarios

2.1 Small scale WiFi network deployment

If you need to deploy a small scale WiFi network, you are recommended to use a wired router, a
PoE switch, and several APs.

2.1.1 Deploying the AP with a Tenda router with the AP controller
capacity

Networking topology

PoE Switch Tenda Router Internet

M [ LAN port @ @ [ WAN port

T\Uplink port J ‘ L

[l

~
\\—' Computer
_/‘ Used to configure APs

AP2

\
N

- Connect the LAN port of the AP to the PoE port of the switch.
- Connect the uplink port of the switch to a LAN port of the router.

~  Connect the computer used to configure APs to a LAN port of the router.

Setting up the AP

Log in to the web Ul of the router, and set up the APs in batch. Refer to the user guide of the router
for details.



2.1.2 Deploying the AP with a router without the AP controller capacity

If you deploy the AP with a router without the AP controller capacity, refer to the following
networking topology.

Networking topology

Internet
PoE Switch Router

i LAN port
Uplink port

)

77 WAN port

— Computer
Used to configure APs

Connect the uplink port of the switch to a LAN port of the router.
~  Connect the computer used to configure APs to the switch.

Connect an AP to the switch first. Then perform the same procedures to connect and
configure the other APs.

Setting up the AP
Log in to the web Ul of the first AP, and configure it. Then configure the other APs one by one.

Refer to Chapter 3 and the follows in this user guide for details.

OTIP

If multiple APs are needed to setup, change their IP addresses to different ones to avoid IP conflict.



2.2 Large scale WiFi network deployment

If you need to deploy a large scale WiFi network in hotels, enterprises, or stations, you are
recommended to use a wired router, a PoE switch, a Tenda AP controller, and several APs.

Networking topology

Internet
Router

LAN port 7] | WAN port
Tenda AP Controller Core Switch

= TR

Computer

Used to configure APs

AP n+1 AP n+2

PoE Switch

~  Connect the computer used to configure APs to the Tenda AP controller.

~  Connect the LAN port of the AP to the PoE port of the switch.

Setting up the AP

Log in to the web Ul of the Tenda AP controller, and set up the APs in batch. Refer to the user guide
of the Tenda AP controller for details.



Login

3.1 Logging in to the web Ul of the AP

Step 1 Connect the computer to the AP or the switch connected to the AP.

Step 2 Set IP address of your local area connection to 192.168.0.X (X: 2 - 253) and Subnet mask
to 255.255.255.0.

Internet Protocol Version 4 (TCP/IPw4) Properties @

‘ou can gek IP settings assigned automatically if your network supports
this capability, Otherwise, vou need to ask vour network administrator
for the appropriate IF settings.

() Obtain an IF address automatically

@) Use the Following IF address:
IP address: 192 . 168 . 0O . 10
Subnet mask: 255,255 .255 . 0

Default gateway:

Obtain DMS server address automatically
(@) Use the Following DMS server addresses:

Preferred DM3 server;

Alternate DNS server:

|:| Yalidate settings upon exit

[ 0K ]’ Cancel ]

Step 3 Access 192.168.0.254 using a web browser.

DOE o o)

Step4 Enter admin as the user name and password and click Login.



i9V2.0

Default user name: admin

Default password: admin

9 English

Forget your password?

Qe

If this page is not displayed, refer to Q1 in Appendix A "FAQ".

--End

You can now start configuring the AP.

M- status System Status

Wireless Status System Status
Traffic Statistics AP Name
Wireless Clients System Time
4 Quick Setup Uptime
& network Mumber of Clients
T Wirgless Firmware Version
Hardware Version

X snump
LAN Status

% Tools
MAC Address
IP Address
Subnet Mask
Primary DMS Server
Secondary DNS Server

i9v2.0

2018-11-02 11:18:39
00hDOmM45s

0

V1.0.0.6(1020)

V2.0

C8:3A:35:83:EF:DOD
192.168.0.254
255.255.255.0
192.168.0.252

8.6.8.8

Help




3.2 Logging out of the web Ul of the AP

After you log in to the web Ul of the AP, the system logs you out if you perform no operation on
the web Ul within the Login Timeout interval. (The default interval is 5 minutes and can be changed.)

When you close the web browser, the system logs you out as well.

When you are logged out, the system does not save the current configuration. Therefore, you are
recommended to save the current configuration before logging out.

OT||=>

If you close the web browser tab page used to log in to the web Ul of the AP instead of the web
browser, you are not logged out.

3.3 Web Ul layout

The web Ul of the AP is composed of 4 parts, including the level-1 navigation tree, level-2
navigation tree, tab page area, and configuration area. See the following figure.

Qe

The functions and parameters dimmed on the web Ul indicates that they are not supported by the AP
or cannot be changed in the current configuration.

M stat |5o System Status e

System Status Help
e Wireless Status

Traffic Statistics AP Mame - 19v2.0

Wireless Clients System Time 2018-11-02 11:18:39
& Quick Setup Uptime 00h00Om45s
& network Number of Clisnts 0 o
B Wirsless Firmwara Version V1.0.0.6(1020)

Hardware Version V2.0
XN snmp
LAN Status

&, Tools

MAC Address C8:3A:35:83:EF:DO

IP Address 102.168.0.254

Subnet Mask 255.255.255.0

Primary DMS Server 192.168.0.252

Secondary DNS Server 8.8.8.8



No. Name Description

Level-1 navigation tree
The navigation bars display the function menu of the AP. When
Level-2 navigation tree you select a function in navigation bar, the configuration of the
function appears in the configuration area.
Tab page area

© ®© 0 6

Configuration area It enables you to view and modify configuration.

3.4 Common buttons on the web Ul

Description of common buttons:

Button Description
Refresh It is used to update the content of the current page.

It is used to save the configuration on the current page and enable the configuration to

Save
take effect.

P— It is used to change the current configuration on the current page back to the original
configuration.

Help It is used to view help information corresponding to the settings on the current page.

10



nQuick Setup

4.1 Overview

This module enables you to quickly configure the AP so that wireless devices such as smart phones
and pads can access the internet through the wireless network of the AP.

This AP can work in AP or Client+AP mode.
= AP mode
By default, the AP works in this mode. In this mode, the AP connects to the internet using an

Ethernet cable and converts wired signals into wireless signals to provide wireless network
coverage. See the following topology.

. . Internet
PoE Switch Router

i9 in AP mode

11



u Client+AP mode

In this mode, the AP is wirelessly bridged to an upstream device (such as a wireless router or AP) to
extend the wireless network coverage of the upstream device. See the following topology.

PoE Switch Router Internet

i9 in APClient mode

d

' 2\ = \
‘,/ \ ))) \ Upstream AP

12



4.2 Configuring AP mode

The Mixed WPA/WPA2-PSK security mode and AES encryption algorithm are used as an example to
describe the configuration procedure. If you need to use another security mode, refer to Section
7.1 Basic settings.

Configuration procedure:

Step 1 Set Working Mode to AP.
Step 2 (Optional) Set SSID to a wireless network name.

Step 3 Set Security Mode to Mixed WPA/WPA2-PSK, Encryption Algorithm to AES, and Key to
the password of the wireless network.

Step 4 Click Save.

Quick Setup
Working Mode @ AP ) Client+AP Save
ssID Tenda_g82883
— Restore
Security Made Mixed WRANWPAZ-PSK v
Help
Encryption Algarithm ® AES TKIP TKIP&AES
Ke.._.- ||||||||
--End
Parameter description
Parameter Description
Working Mode It specifies the working mode of the AP, including AP mode and Client+AP mode.
SsID It specifies the primary SSID (wireless network name) of the wireless network at the

corresponding radio band.

It specifies the security mode of the wireless network, including: None, WEP, WPA-PSK,
Security Mode WPA2-PSK, Mixed WPA/WPA2-PSK, WPA, and WPA2. Clicking the hyperlink navigates
you to the elaborated description of the corresponding security mode.

After the configuration, you can select the SSID on your wireless devices such as smart phones and
enter your wireless network password to connect to the wireless network of the AP and access the

internet through the AP.

13



4.3 Configuring Client+AP mode

Configuration procedure:

OTIP

Before configuration, ensure that the upstream AP is connected to the internet successfully.

Assume that the upstream AP has the basic information described in the following table.

IP Address SSID Security Mode Security Key (Wireless Network Password)
192.168.0.254 Tenda_l WPA2-PSK 87654321
Step1l Log in to the web Ul of this AP, and change its IP address to an unused IP address

Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

belonging to the same network segment as that of the upstream AP, such as
192.168.0.253. For details, refer to Section 6.1 LAN Setup.

Use the new IP address to log in to the web Ul of this AP, and choose Quick Setup.
Set the Working Mode to Client+AP.
Click Scan.

Select the SSID of the upstream AP from the detected SSIDs, which is Tenda_1 in this
example.

OT|F>

If the AP detects no wireless network, choose Wireless > Basic to enable the wireless function, and
then try again.

After you select an SSID, the SSID, Security Mode, Encryption Algorithm, and Upstream AP
Channel are populated automatically. You just need to enter the password of the wireless
network of the upstream AP in the Key box. Set Key to the wireless network password of
the upstream AP, which is 87654321 in this example.

Click Save.

14



Quick Setup

Working Mode AP @ Client+AP s
SSID Tenda_1
Restore
Security Mode WPAZ-PSK v
Help
Encryption Algorithm ® AFS TKIP TKIPRAES
Ke.._.- rrrrrrrr
Upstream AP Channel 11 v

Disable Scan

Network Channel Extension 3
Select SSID MAC Address i Channel Security Mode
Mode Bandwidth Channel
L] Tenda_1 50:2b:73:09:94:51 ban 40 11 upper wpa2/aes
--End

Parameter description
Parameter Description
Working Mode It specifies the working mode of the AP, including AP Mode and Client+AP Mode.

SsID It specifies the SSID (wireless network name) of the upstream AP to be bridged. It is
populated automatically when you select the SSID of the upstream AP.

It specifies the security mode of the wireless network to be bridged.

) The AP can bridge to a wireless network using None, WEP (Open or shared),
Security Mode WPA-PSK, WPA2-PSK, or Mixed WPA/WPA2-PSK security mode. Clicking the
hyperlink navigates you to the elaborated description of the corresponding security
mode.

. It specifies the WEP authentication type of the wireless network to be bridged. It

Authentication Type
needs to be manually entered.

It specifies the WEP default key (wireless password) of the wireless network to be

Default Key .
bridged. It needs to be manually entered.

WEP Key 1 to 4 It specifies the WEP key of the wireless network to be bridged. It needs to be
manually entered.

Encrvotion Algorithm It specifies the WPA cipher type of the wireless network to be bridged. It is

P & populated automatically when you select the SSID of the upstream AP.
Ke It specifies the wireless password of the wireless network to be bridged. It needs to
¥ be manually entered.
It specifies the wireless channel used by the upstream AP. It is populated

AP Ch I
Upstream AP Channe automatically when you select the SSID of the upstream AP.

After the settings take effect, use your smart phone to search the SSID of this AP, and enter the key
for internet access. Choose Wireless > Basic to check or change the SSID and key.

15



Status

5.1 System Status

To view the system status and LAN status of the AP, choose Status > System Status.

sttem Status

System Status
AP Name

System Time
Liptime

Number of Clients
Firmware Version
Hardware Version
LAN Status
MAC Address

IP Address
Subnet Mask

Primary DNS Server

i9v2.0

2018-11-02 11:18:39
00h00mM435s

0

V1.0.0.6{1020)

V2.0

CB:34:35:B3:EF:DO
192.168.0.254
255.255.255.0

192.168.0.252

Secandary DNS Server 8.8.8.8
Parameter description
Parameter Description

It specifies the name of the AP.

AP Name

System Time It specifies the current system time of the AP.
Uptime It specifies the time that has elapsed since the AP was started last time.
Number of Clients It specifies the number of wireless clients currently connected to the AP.

Firmware Version It specifies the firmware version number of the AP.

Help

A unique Device Name helps quickly identify the AP. You can change the Device
Name on the Network > LAN Setup page.



Parameter

Hardware Version

MAC Address

IP Address

Subnet Mask
Primary DNS Server

Secondary DNS Server

Description

It specifies the hardware version number of the AP.

It specifies the physical address of the LAN port of the AP. If you connect the AP to
other devices using Ethernet cables, the AP uses this MAC address to communicate

with those devices.

It specifies the IP address of the AP.

The web Ul of the AP is accessible at this IP address. You can change the IP address
on the Network > LAN Setup page.

It specifies the subnet mask of the IP address of the AP.
It specifies the primary DNS server of the AP.

It specifies the secondary DNS server of the AP.

17



5.2 Wireless Status

To view the radio status and SSID status of the wireless network, choose Status > Wireless Status.

Wireless Status

RF Status Help
RF (On/Off) on
Netwark Mode bfg/n
Channel 4
SSID Status
SsID MAC Address Enzbled/Disabled Sacurity Mode
Tenda 1 C8:3A:35:83:EF:D1 Enzbled WPAZ-PSK
Tenda_83EFD1 C8:3A:35:83:EF:D2 Disabled Maone
Tenda B3EFD2 C8:3A:35:83:EF:D3 Disabled Maone
Tenda_B3EFD3 C8:3A:35:83:EF:D4 Disabled Mong
Parameter description
Parameter Description
RF (On/Off) It specifies whether the wireless function of the AP is enabled.
RF Status Network Mode It specifies the current network mode of the AP.
Channel It specifies the current working channel of the AP.
SSID It specifies the names of all the wireless networks of the AP.

It specifies the physical addresses corresponding to the SSIDs of the

MAC Address AP.

SSID Status It specifies whether the wireless networks corresponding to the

E Di
nable/Disable SSIDs of the AP are enabled.
It specifies the security modes of the wireless networks

Security Mode corresponding to the SSIDs of the AP.
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5.3 Traffic Statistics

To view the total transmitted traffic, total received traffic, total number of transmitted packets, and
total number of received packets corresponding to each SSID of the AP, choose Status > Traffic

Statistics.

Traffic Statistics

sSID Received Received Transmitted Transmitted Help
Traffic Packets Traffic Packets
Tenda_1 22.78MB 105400 0.36MB 1667 Refresh
Tenda_BBEBED 0.00MB 0 0.00MB 0
Tenda_BBBEEA 0.00MB 0 0.00MB 0
Tenda_BEBBBEB 0.00MB 0 0.00MB 0

You can click Refresh to view the latest traffic statistics.
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5.4 Wireless Clients

To view the MAC address, IP address, connection uptime, transmit speed, and receive speed of
each wireless client connected to the AP, choose Status > Wireless Clients.

Wireless Clients

You can view information about the wireless devices that are connectad to the wireless networks of the AP, Help

Connected Hosts:

Tenda_888888

D

MAC Address

1C:5C:F2:B4:40:08

IP

192.168.0.133

Connection
Uptime

00h0O0m42s

Transmit
Speed

144.5Mbps

Receive Speed

24Mhbps

You can select an SSID from the drop-down list box in the upper-right corner to view information
about the wireless clients connected to the AP using the SSID.
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Network settings

6.1 LAN setup

To view or configure the MAC address, device name, IP address obtaining mode, and other related
information of the LAN port of the AP, choose Network > LAN Setup.

LAN Setup
MAC Address CB:3A4:35:83:EF:D0 Save
IP Address Type Static ¥
" Restore
IP Address 192.168.0.254 Example: 102.168.1.254
Help
Subnet Mask 265 28R 2550 Example: 255.255.255.0
Gateway 192.168.0.1
Primary DNS Sarver 88858
Secandary DNS Server (optional)
AP Name igvz.0o

Driving Capability of Port *Standard Enhancad (lower port spesd)

Parameter description
Parameter Description

It specifies the MAC address of the LAN port of the AP.

MAC Address The default primary SSID of the AP is Tenda_XXXXXX, where XXXXXX indicates the last
6 characters of this MAC address.

It specifies the IP address obtaining mode of the AP. The default option is Static IP.

e Static: It indicates that the IP address, subnet mask, gateway, and DNS server
information of the AP is set manually.

IP Address Type * Dynamic: It indicates that the IP address, subnet mask, gateway, and DNS server
information of the AP is obtained from a DHCP server in your LAN.

If IP Address Type is set to Dynamic, you can log in to the web Ul of the AP only with
the IP address assigned to the AP by the DHCP server. The IP address is specified on
the client list of the DHCP server.

It specifies the IP address of the AP if IP Address Type is set to Static. The default IP

IP Address address is 192.168.0.254 and you can change it as required.
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Parameter Description

@NOTE

This IP address also functions as the management IP address of the AP. You can
use this IP address to log in to the web Ul of the AP to manage the AP.

It specifies the subnet mask of the IP address of the AP if IP Address Type is set to

Subnet Mask Static. The default subnet mask is 255.255.255.0 and you can change it as required.

It specifies the gateway of the AP if IP Address Type is set to Static. The default

t
Gateway gateway IP address is 192.168.0.1 and you can change it as required.
It specifies the primary DNS server of the AP if IP Address Type is set to Static. The
Primary DNS Server default IP address of the primary DNS server is 8.8.8.8 and you can change it as

required.

It specifies the secondary DNS server of the AP if IP Address Type is set to Static. This

Secondary DNS S i< opti
econdary eV |p address is optional.

It specifies the device name of the AP. The default device name is in the format of

Model + Hardware version number.
AP Name
You are recommended to change the device name so that you can quickly locate the

AP when managing the AP remotely.

It specifies the Ethernet mode of LAN of this AP.

e Standard: This mode features a high transmission rate but short transmission
distance. Generally, this mode is recommended.

Driving Capability of * Enhanced (lower port speed): This mode features a long transmission distance but
Port relatively low transmission rate (10 Mbps).

This mode is recommended only if the Ethernet cable that connects the LAN port of
the AP to a peer device exceeds 100 meters. In this case, the connected LAN port of
the peer device must work in auto-negotiation mode. Otherwise, the LAN port of the
AP may not be able to properly transmit or receive data.

DiNOTE

If you change the IP address of the LAN port, change the IP address of your management computer as
well so that the two IP addresses belong to the same network segment. Then, use the new IP address
of the LAN port to log in to the web Ul of the AP.

6.1.1 IP address obtaining mode — static IP address

This mode enables you to set the IP address, subnet mask, gateway IP address, primary DNS server,
and secondary DNS server of the AP. It is applicable to a scenario with only one or a few APs.
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Configuration procedure:

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

Set IP Address Type to Static.
Set IP Address.

Set Subnet Mask to the subnet mask of the IP address. Generally the subnet mask is
255.255.255.0.

Set Gateway to the IP address of the gateway of the AP.

Set Primary DNS Server to the IP address of the primary DNS server of the AP. If another
DNS server is available, set Secondary DNS Server to the IP address of the additional DNS
server.

Click Save.
LAN Setup
MAC Address C8:3A:35:83:EF:DO Save
IP Address Type Static v
= Restore
IP Address 192.168.0.254 Example: 192.168.1.254
. Help
Subnet Mask 255.255.255.0 Example: 255.255.255.0
Gateway 192.168.01
Primary DMS Senver 8888
Secondary DNS Server (optional)
AP Name igv2.0

Driving Capability of Part ®Standard ‘Enhanced (lower port spead)

--End

6.1.2 IP address obtaining mode — dynamic IP address

This mode enables the AP to automatically obtain an IP address, subnet mask, gateway IP address,
primary DNS server IP address, and secondary DNS server IP address from a DHCP server in the
network. If a large number of APs are deployed, you can adopt this mode to prevent IP address
conflicts and effectively reduce your workload.

Configuration procedure:

Step 1
Step 2

Set IP Address Type to Dynamic.
Click Save.
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LAN Setup

MAC Address
1P Address Type
AP Name

Driving Capability of Port

CB:3A:35:83:EF:DO

‘ Dynamic

‘ iV

®standard Enhanced (lower port spesd)

| sae |

| Restore |

[ Help

--End
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6.2 DHCP server

6.2.1

Overview

The AP provides a DHCP server function to assign IP addresses to clients on the LAN. By default,
the DHCP server function is disabled.

6.2.2

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6

Step 7

Step 8

I:’/NDTE

If the new and original IP addresses of the LAN port belong to different network segment, the system
changes the IP address pool of the DHCP server function of the AP so that the IP address pool and the
new IP address of the LAN port belong to the same network segment.

Configuring the DHCP server

Select the Enable check box of DHCP Server.

Set Start IP Address to the start IP address of the IP address pool, which contains the IP
addresses that can be assigned by the DHCP server to clients.

Set End IP Address to the end IP address of the IP address pool.

Set Lease Time to the time when an IP address is available to a client. The default option 1
day is recommended.

Set Subnet Mask to the subnet mask of the IP addresses. The default value 255.255.255.0
is recommended.

Set Gateway to the gateway IP address to be assigned by the DHCP server to clients.

Set Primary DNS Server to the IP address of the primary DNS server assigned by the DHCP
server to clients. If another DNS server IP address is available, set Secondary DNS Server
to that IP address.

Click Save.

DHCP Server DHCP Clients

DHCP Server ¥ Enable Save

Start IP Address 192.168.0.100

Restore

End IP Address 192.165.0.200

Help
Laase Time 1 day v
Subnet Mask 255.255.255.0
Gataway 192.168.0.1
Primary DNS Server 8888
Secondary DNS Server 5844 (optional)

--End
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Parameter description

Parameter

DHCP Server

Start IP Address

End IP Address

Lease Time

Subnet Mask

Gateway

Primary DNS Server

Secondary DNS
Server

@NOTE

Description

It specifies whether to enable the DHCP server function. To enable it, select the check
box. To disable it, deselect the check box. By default, it is disabled.

It specifies the first IP address that can be assigned by the DHCP server to a client. The
default value is 192.168.0.100.

It specifies the last IP address that can be assigned by the DHCP server to a client. The
default value is 192.168.0.200.

It specifies the validity period of an IP address assigned by the DHCP server to a client.
The default value is 1 day.

It specifies the subnet mask assigned by the DHCP server to clients. The default value
is 255.255.255.0.

It specifies the gateway IP address assigned by the DHCP server to clients. The default
value is 192.168.0.1.

I__/JNOTE

When a client accesses a server or host located outside the network segment
where the client resides, the data from and to the client must be forwarded by
the gateway. Generally, the IP address of the gateway is the LAN IP address of
the router in your LAN.

It specifies the primary DNS server IP address assigned by the DHCP server to clients.
The default value is 8.8.8.8.

DyNOTE

To enable clients to access web pages using domain names, set this parameter
to a correct DNS server IP address or DNS proxy IP address.

It specifies the secondary DNS server IP address assigned by the DHCP server to
clients. This IP address is optional.

If another DHCP server is available in your LAN, ensure that the IP address pool of the AP does not
overlap the IP address pool of that DHCP server. Otherwise, IP address conflict may occur.
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6.2.3 DHCP clients

If the AP functions as a DHCP server, you can view the DHCP client list to understand the details
about the clients that obtain IP addresses from the DHCP server. The details include host names, IP
addresses, MAC addresses, and lease times.

To view information about the clients that obtain IP addresses from the DHCP server function of
the AP, choose Network > DHCP Server and click the DHCP Clients tab.

DHCP Server DHCP Clients

If the DHCP server is enablad, the client list is updated every five seconds. Refresh
1D Host Name IP Address MAC Address Lease Time
1 iPhane 192.168.0.133 1c:5c:f2:b4:40:08 23:59:53

You can click Refresh to view the latest client information.
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7| Wireless Settings

7.1 Basic settings

This module enables you to set SSID-related parameters of wireless networks of your AP.

7.1.1 Overview
= Broadcast SSID

When the AP broadcasts an SSID, nearby wireless clients can detect the SSID. When this
parameter is set to Disable, the AP does not broadcast the SSID and nearby wireless clients
cannot detect the SSID. In this case, you need to enter the SSID manually on your wireless
client if you want to connect to the wireless network corresponding to the SSID. This to some
extent enhances the security of the wireless network.

It is worth noting that after Broadcast SSID is set to Disable, a hacker can still connect to the
corresponding wireless network if he/she manages to obtain the SSID by other means.

m |[solate Client

This parameter implements a function similar to the VLAN function for wired networks. It
isolates the wireless clients connected to the same wireless network corresponding to an
SSID, so that the wireless clients can access only the wired network connected to the AP.

Applying this function to hotspot setup at public places such as hotels and airports helps
increase network security.

= WMF

The number of wireless clients keeps increasing currently, but wired and wireless bandwidth
resources are limited. Therefore, the multicast technology, which enables single-point data
transmission and multi-point data reception, has been widely used in networks to effectively
reduce bandwidth requirements and prevent network congestion.

Nevertheless, if a large number of clients are connected to a wireless interface of a wireless

network and multicast data is intended for only one of the clients, the data is still sent to all

the clients, which unnecessarily increases wireless resource usage and may lead to wireless

channel congestion. In addition, multicast stream forwarding over an IEEE 802.11 network is
not secure.

The WMF function of the AP converts multicast traffic into unicast traffic and forwards the
traffic to the multicast traffic destination in the wireless network. This helps save wireless
resources, ensure reliable transmission, and reduce delays.
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= Max. Number of Clients

This parameter specifies the maximum number of clients that can connect to the wireless
network corresponding to an SSID. If the number is reached, the wireless network rejects
new connection requests from clients. This limit helps balance load among APs.

= Security Mode

A wireless network uses radio, which is open to the public, as its data transmission medium. If
the wireless network is not protected by necessary measures, any client can connect to the
network to use the resources of the network or access unprotected data over the network. To
ensure communication security, transmission links of wireless networks must be encrypted for
protection.

The AP supports various security modes for network encryption, including None, WEP,
WPA-PSK, WPA2-PSK, Mixed WPA/WPA2-PSK, WPA, and WPA2.

- None

It indicates that any wireless client can connect to the wireless network. This option is
not recommended because it affects network security.

- WEP

It uses a static key to encrypt all exchanged data, and ensures that a wireless LAN has
the same level of security as a wired LAN. Data encrypted based on WEP can be easily
cracked. In addition, WEP supports a maximum wireless network throughput of only
54 Mbps. Therefore, this security mode is not recommended.

WPA-PSK, WPA2-PSK, and Mixed WPA/WPA2-PSK

They belong to pre-shared key or personal key modes, where Mixed WPA/WPA2-PSK
supports both WPA-PSK and WPA2-PSK.

WPA-PSK, WPA2-PSK, and Mixed WPA/WPA2-PSK adopt a pre-shared key for
authentication, while the AP generates another key for data encryption. This prevents
the vulnerability caused by static WEP keys, and makes the three security modes
suitable for ensuring security of home wireless networks. Nevertheless, because the
initial pre-shared key for authentication is manually set and all clients use the same
key to connect to the same AP, the key may be disclosed unexpectedly. This makes
the security modes not suitable for scenarios where high security is required.

WPA and WPA2

To address the key management weakness of WPA-PSK and WPA2-PSK, the WiFi
Alliance puts forward WPA and WPA2, which use 802.1x to authenticate clients and
generate data encryption—oriented root keys. WPA and WPA2 use the root keys to
replace the pre-shared keys that set manually, but adopt the same encryption process
as WPA-PSK and WPA2-PSK.

WPA and WPA2 uses 802.1x to authenticate clients and the login information of a
client is managed by the client. This effectively reduces the probability of information
leakage. In addition, each time a client connects to an AP that adopts the WPA or
WPA2 security mode, the RADIUS server generates a data encryption key and assigns
it to the client. This makes it difficult for attackers to obtain the key. These features of
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WPA and WPAZ2 help significantly increase network security, making WPA and WPA2
the preferred security modes of wireless networks that require high security.

7.1.2 Changing the SSID setup

To change the basic settings of an SSID, perform the following procedure:

Step 1 Choose Wireless > Basic.

Step 2 Select the SSID from the SSID drop-down list box.

Step 3 Change the parameters as required. Generally, you only need to change the Enable, SSID,
and Security Mode settings.

Step 4 Click Save.

Basic

%k SSID

% Enzble

Broadcast SSID

Isolzte Client

WMF

Max. Number of Clients
% 551D

Chinese SSID Encoding
%k Security Mode
Encryption Algarithm
Kay

Key Update Interval

--End

Parameter description

Parameter Description

Tenda_BB8B8E65 v Save
Restore
Enable A
Help
® Diszhle Enable
® Diszhle Enabla
48 (Range: 1 - 64)

Tenda_888358

UTF-& v
Mixed WPAWPAZ-PSK v
& AES TKIP TKIPRAES
0

(Range: 0 or 60 - 99999; 0: not to
update)

It specifies the SSID to be configured.

SSID The AP allows 4 SSIDs. The default SSID is the primary SSID of the AP, which is
Tenda_XXXXXX, where XXXXXX indicates the last 6 characters in the MAC address
specified on the label on the external surface of the AP.

It specifies whether to enable the selected SSID.

Enable

By default, the primary SSID is enabled and the other SSIDs are disabled. You can

enable them as required.
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Parameter

Broadcast SSID

Isolate Client

WMF

Max. Number of
Clients

SSID

Chinese SSID
Encoding

Security Mode

Description

It specifies whether to broadcast the selected SSID.

°® Enable: It indicates that the AP broadcasts the SSID and the SSID can be detected by
clients.

* Disable: It indicates that the AP does not broadcast the SSID and the SSID cannot be
detected by clients. If a user wants to connect to the wireless network corresponding
to this SSID, the user must enter the SSID manually.

I__//NOTE

This AP can automatically hide its SSID. When the number of clients connected to
the AP with an SSID of the AP reaches the Maximum Clients, the AP stops
broadcasting the SSID.

It specifies whether to isolate the wireless clients connected to the AP with the
selected SSID.

® Enable: It indicates that the wireless clients connected to the AP with the selected
SSID cannot communicate with each other. This improves wireless network security.

* Disable: It indicates that the wireless clients connected to the AP with the selected
SSID can communicate with each other.

It specifies whether to forward multicast packets through unicast tunnels. Generally,
multicast packets are usually transmitted at the lowest rate, such as 1 Mbps, leading to
poor transmission efficiency. WMF leverages the high auto-negotiated rate, reliable
feedback mechanism, and other advantages of unicast packets to address multicast
problems such as video playback stalls caused by packet loss and long delays over a
wireless network.

It specifies the maximum number of wireless clients that can connect to the AP with
the selected SSID.

After this upper limit is reached, the AP rejects new connection requests from clients.
It enables you to change the selected SSID. Chinese characters are allowed in an SSID.

It specifies the encoding format of Chinese characters in an SSID. The default value is
UTF8.

If 2 or more SSIDs of the AP are enabled, you are recommended to set this parameter
to UTF-8 for some SSIDs and to GB2312 for the other SSIDs, so that any wireless client
can identify one or both SSIDs that contain Chinese characters.

It specifies the encryption type of the selected SSID. None indicates that any wireless
client can connect to the AP using the selected SSID. This option is not recommended
because it affects network security.

The AP supports the WEP, WPA-PSK, WPA2-PSK, Mixed WPA/WPA2-PSK, WPA, and
WPA2 security modes, which are elaborated in the following section.
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= None

It allows any wireless client to connect to a wireless network. This option is not
recommended because it affects network security.

= WEP

Security Mode
Authentication Type
Default Key

Key 1

Key 2

Key 3

KE'II" 4

WEP v

Cpen Ll

Open

Shared
802 1x
12345 ASCI v
12345 ASCI v
12345 ASCI v

12345 ASCI v

Parameter description

Parameter

Authentication Type

Default Key

Description

It specifies the encryption type for the WEP security mode of the AP. The options
include Open, Shared, and 802.1x.

The options share the same encryption process.
® Open

It specifies that authentication is not required and data exchanged is encrypted
using WEP. In this case, a wireless client can connect to the wireless network
corresponding to the selected SSID without being authenticated, and the data
exchanged between the client and the network is encrypted in WEP security mode.

® Shared

It specifies that a shared key is used for authentication and data exchanged is
encrypted using WEP. In this case, a wireless client must use a preset WEP key to
connect to the wireless network corresponding to the selected SSID. The wireless
client can be connected to the wireless network only if they use the same WEP key.

° 802.1x

It specifies that 802.1x authentication is required and data exchanged is encrypted
using WEP. In this case, ports are enabled for user authentication when valid
clients connect to the wireless network corresponding to the selected SSID, and
disabled when invalid users connect to the wireless network.

It specifies the default WEP key for the Open and Shared encryption types.

For example, if Default Key is set to Key 2, a wireless client can connect to the
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Parameter

ASCII

Hex

RADIUS Server IP

RADIUS Port

RADIUS Password

Description

wireless network corresponding to the selected SSID only with the password specified
by Key 2.

It indicates that a key selected for the Open or Shared authentication type contains
hexadecimal characters.

5 or 13 ASCII characters are allowed in the key.
It indicates that a key selected for the Open or Shared authentication type contains
hexadecimal characters.

10 or 26 hexadecimal characters (range: 0-9, a-f, and A-F) are allowed in the key.

These parameters are dedicated to the 802.1x authentication type.

It specifies the IP address/port number/shared key of the RADIUS server for
authentication.

= WPA-PSK, WPA2-PSK, and Mixed WPA/WPA2-PSK

Security Mode
Encryption Algorithm
Key

Kay Update Interval

WPA-PSK v

Mane
WEP
WPAZ-FSK
Mixed WPANWFRAZ-PSK
WEA
WPAZ
TRaNger U ar o0 - 99999, 07 1ot 0

Lupdate)

Parameter description

Parameter

Security Mode

Encryption Algorithm

Description

It indicates the personal or pre-shared key security mode, including WPA-PSK,
WPA2-PSK, and Mixed WPA/WPA2-PSK.

° WPA-PSK: It indicates that the wireless network corresponding to the selected SSID
is encrypted using WPA-PSK.

® WPA2-PSK: It indicates that the wireless network corresponding to the selected
SSID is encrypted using WPA2-PSK.

* Mixed WPA/WPA2-PSK: It indicates that wireless clients can connect to the
wireless network corresponding to the selected SSID using either WPA-PSK or
WPA2-PSK.

It specifies the encryption algorithm corresponding to the selected security mode. If
Security Mode is set to WPA-PSK, this parameter has the AES and TKIP values. If
Security Mode is set to WPA2-PSK or Mixed WPA/WPA2-PSK, this parameter has the
AES, TKIP, and TKIP&AES values.

® AES: It indicates the Advanced Encryption Standard.
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Parameter

Key

Key Update Interval

= WPA and WPA2

Sacurity Mode
RADIUS Server TP
RADIUS Port

RADIUS Password

Description

® TKIP: It indicates the Temporal Key Integrity Protocol. If TKIP is used, the maximum
wireless throughput of the AP is limited to 54 Mbps.

* TKIP&AES: It indicates that both TKIP and AES encryption algorithms are supported.
Wireless clients can connect to the wireless network corresponding to the selected
SSID using TKIP or AES.

It specifies a pre-shared WPA key. A WPA key can contain 8 to 63 ASCII characters or
8 to 64 hexadecimal characters.

It specifies the automatic update interval of a WPA key for data encryption. A shorter
interval results in higher data security.

The value 0 indicates that a WAP key is not updated.

WPA v
None

WEP

WPA-PSK

WPAZ-PSK (Range: 1025 - 65535; Default: 1812)
Mixed WPAWPAZ-PSK

WPA2
Encryption Algorithm ® AES TKIP TKIPRAES
kKeay Update Intarval 0
(Range: 0 or 60 - 99999; 0: not to
update)
Parameter description
Parameter Description

The WPA and WPA2 options are available for network protection with a RADIUS server.

® WPA: It indicates that the wireless network corresponding to the selected SSID is

Security Mode e

ncrypted using WPA.

® WPA: It indicates that the wireless network corresponding to the selected SSID is

e
RADIUS Server IP Its
RADIUS Port Its

RADIUS Password |t s

ncrypted using WPA.
pecifies the IP address of the RADIUS server for client authentication.
pecifies the port number of the RADIUS server for client authentication.

pecifies the shared password of the RADIUS server.

It specifies the encryption algorithm corresponding to the selected security mode. The
. available options include AES, TKIP, and TKIP&AES.
Encryption
Algorithm e AES: It indicates the Advanced Encryption Standard.

® TKIP: It indicates the Temporal Key Integrity Protocol.
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Parameter Description

® TKIP&AES: It indicates that both TKIP and AES encryption algorithms are supported.
Wireless clients can connect to the wireless network corresponding to the selected
SSID using TKIP or AES.

It specifies the automatic update interval of a WPA key for data encryption. A shorter

K t . . . 1
ey Update interval results in higher data security.

Interval
The value 0 indicates that a WAP key is not updated.

7.1.3 Examples of configuring SSID setup

Setting up a non-encrypted wireless network
Networking requirement

In a hotel lounge, guests can connect to the wireless network without a password and access the
internet through the wireless network.

PoE Switch Router Internet

) e

-

AP
\ SSID: FREE

Configuration procedure:

Assume that the second SSID of the AP, the WPA2-PSK security mode, and AES encryption
algorithm are used.

Step 1 Choose Wireless > Basic.

Step 2 Select the second SSID from the SSID drop-down list box.
Step 3 Select the Enable check box.

Step 4 Change the value of the SSID text box to FREE.

Step 5 Set Security Mode to None.
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Step 6 Click Save.

Basic

%k S5ID

%k Enable

Broadcast SSID

Isolate Client

WMF

Max. Number of Clients
% 551D

Chinese S5ID Encoding

%k Sscurity Mode

--End

Verification

FREE

Enable

® Diszble

® Disable

48

FREE

UTF-8

None

Enable

Enable

v Save

Restore

Help

(Range: 1 - 64)

Wireless devices can connect to the FREE wireless network without a password.
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Setting up a wireless network encrypted using WPA/WPA2-PSK
Network requirement
A company wireless network with a certain level of security must be set up through a simply

procedure. In this case, WPA/WPA2 pre-shared key mode is recommended.

PoE Switch Internet

Router

/ = ,,_\_,\ AP

/ . \ SSID: Hotspot

\ / Password: 87654321

Configuration procedure:

Assume that the second SSID of the AP, the WPA2-PSK security mode, and AES encryption
algorithm are used.

Step1 Choose Wireless > Basic.

Step 2 Select the second SSID from the SSID drop-down list box.

Step 3 Select the Enable check box.

Step 4 Change the value of the SSID text box to Hotspot.

Step 5 Set Security Mode to WPA2-PSK and Encryption Algorithm to AES.
Step 6 Set Key to 87654321.

Step 7 Click Save.
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Basic

% 551D

sk Enable

Broadcast SSID

Isolate Client

WMF

Max. Mumber of Clients
% SSID

Chinese SSID Encoding
sk Security Mode

* Encryption Algarithm
* Key

Key Update Interval

--End

Verification

Hotspot

Enable

® Disable Enzbls

% Disable Enzbls
45
Hotspot
UTF-&
WPAZ-PSK

® AES

TKIP TKIPRAES

--------

(Range: 0 or 60 - 99999: 0: not to
update)

¥ Save

Restore

Help

(Range: 1 - 64)

Wireless devices can connect to the Hotspot wireless network with the password 87654321.
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Setting up a wireless network encrypted using WPA or WPA2
Network requirement

A highly secure wireless network is required and a RADIUS server is available. In this case, WPA or
WPA2 mode is recommended.

PoE Switch Router Internet
RADIUS server
IP address: 192.168.0.200
s~ N AP
| : \" IP address: 192.168.0.254
= - SSID: hot_spot

Configuration procedure:
® Configuring the AP

Assume that the IP address of the RADIUS server is 192.168.0.200, the RADIUS password is
12345678, and the port number for authentication is 1812.

Assume that the second SSID of the AP is used.

Step1 Choose Wireless > Basic.

Step 2 Select the second SSID from the SSID drop-down list box.
Step 3 Select the Enable check box.

Step 4 Change the value of the SSID text box to hot_spot.

Step 5 Set Security Mode to WPA2.

Step 6 Set RADIUS Server IP, RADIUS Port, and RADIUS Password to 192.168.0.200, 1812, and
12345678 respectively.

Step 7 Set Encryption Algorithm to AES.
Step 8 Click Save.
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Basic

% SSID hot_spot v Save
kEnsble Restore
Broadcast 551D Enable v
Help
Isalate Clisnt ® Disahle Enable
WMF ® Disable Enzhle
Max. Number of Clients 48 (Range: 1 - 64)
% 551D hot_spot
Chinaese SSID Encoding UTF-8 v
¥k Security Mode WPAZ L]
sk RADILS Senver IP 192.168.0.200
3k RADIUS Port 1812 (Range: 1025 - 65535; Default: 1812)
sk RADIUS Password | weeswess
sk Encryption Algarithm ® AES TKIP TKIPRAES
Key Update Interval 0

--End

= Configuring the RADIUS server

OTIP

Windows 2003 is used as an example to describe how to configure the RADIUS server.
Step 1 Configure a RADIUS client.

In the Computer Management dialog box, double-click Internet Authentication Service,
right-click RADIUS Clients, and choose New RADIUS Client.

“;@ Internet Authentication Service

File  Acton  Wiew Help

cs | Bam e nE @

%3 Internet Authentication Service [Local) Friendly Mame | Address
s} FDILIS Clients . o
() Remote Acces:  Mew RADIUS Client There are no items to show in this view.
%’ Femate Access N N
E||:| Cormection Req oo
% Comnection ey »
[ Remote Ra
Refresh
Export List...
Help
KN I 0
|New Clignt |

40



Enter a RADIUS client name (which can be the name of the AP) and the IP address of the
AP, and click Next.

New RADIUS Client [ X I

Name and Address

Type a friendly name and either an IP Address or DNS name for the client.

Eriendly name: l root

Client address (IP or DNS):

[ 192.168.0.254 Verify... |

IP address of your AP

| MNext > I Cancel |

~

(=)
W
=

Enter 12345678 in the Shared secret and Confirm shared secret text boxes, and click
Finish.

New RADIUS Client ' |

Additional Information

If pow are using remote access policies based on the client vendor attnbute, specify the
wendor of the RADIUS chent.

hgherﬁ-\l' ..... .

: [RADIUS Standard El

gﬁhaledseuet I ******** :
Canfirm shared secret I ******** é
[ Bequest must contain the Message Authenticator attribute /I\

Password same as that specified
by RADIUS Password on the AP

¢Back [ Frsh ]  Cancel |
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Step 2 Configure a remote access policy.

Right-click Remote Access Policies and choose New Remote Access Policy.

*# Internet Authentication Service

Eile Acton  Yiew Help

s 0@ DB @
5@:Internel.d-ulhenucalianSe.-wice[Lo-caI] Name |

1 RADIUS Clierts
{1 Remote Access Logging
= =

_':,f Connections to Mictozolt Fouting and Remote 2. 1
-_"_j Connections to other access servers 2

M _| Connection Request Pr Mew Remote Access Policy
Mew L
Wiew g

Refresh
Expont List...

Help

Mew Remate Access Policy [

In the New Remote Access Policy Wizard dialog box that appears, click Next.

" Internet Authentication Servig -lolx]
File  Actior Hew Aemote t Policy Wizard | %]
& =& Welcome to the New Remote
- yT—y Access Policy Wizard e [
& Rapi
1 Remo Thiz wizard helps you set up a remote access policy,
5:;;; e which iz 2 set of condibions that determine which
] connechon requests are granted access by this server,
#-_1 Cone
To contrue, chck Nest
|
# St-tl | Gt & || # Intemet Authenticati.. & msmgrnt~[DNS\mum..] @& 2BPM
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Enter a policy name and click Next.

Mew Remote Access Policy Wizard

Policy Configuration Method
The wizard can create a typical policy, or you can create a cuztom policy.

How do pou want to zet up this policy?

& Lse the wizard to set up a typical policy for a common scenario

" Set up a custom policy

Type a name that describes this policy.

Example: Authentizate all %¥FH connechons.

Select Ethernet and click Next.

New Remote Access Policy Wizard i

Access Method
Palicy conditions are based on the method used to gain access to the network.

Select the method of access for which you want to create a policy.

" VPN

Use for all VPN connections. To create a policy for a specific YPN type, go back to the
previous page, and select Set up a custom policy.

" Dialup

Use for dial-up connections that use a traditional phone line or an Integrated Services
Digital Network [ISDN] line.

" Wireless
Use for wireless LAN connections only.

< Back I Next > I Cancel
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Select Group and click Add.

New Remote Access Policy Wizard 3 ﬂ

User or Group Access

You can grant access to individual users, or you can arant access to selected
qroups.

Grant access based on the following:

" User
User access permissions are specified in the user account.

o
Tndividual user permissions override group permissions.

Group hame:

Add...

Hemove

| < Back I Negt s> I Cancel |

Enter 802.1x in the Enter the object names to select text box, click Check Names, and
click OK.

select Groups B

Select thiz object type:

i 3
IGrDups Object Tupes... |

Fraom thiz location:

I comba.com Locations. ..
Entertheu:ul:qeu:tnamest-:useleu:te:-:amles] .....................
‘1 802.1x | Check Names

Advanced... | ....... EIK ...... I Cancel
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Select Protected EAP (PEAP) and click Next.

Authentication Methods

EAP uses different types of security devices to authenticate users.

Select the EAP type for this policy.

Type:

Protected EAP [PEAP)

Click Finish. The remote access policy is created.

New Remote Access Policy Wizard

Completing the New Remote
Access Policy Wizard

You have successfully completed the Hew Remote Access
Palicy “Wizard. v'ou created the following palicy:

root

Conditions:
MHAS-Port-Type matches "' Bthernet' AMD
Windowes-Groups matches "COMBAWG02 1 ="

Authentication: EAP[Protected EAP [PEAR])

Encryption: Basic, Strong, Strongest, Mo enciyption

To cloze this wizard, click Finish.

< Back Cancel
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Right-click root and choose Properties. Select Grant remote access permission, select
NAS-Port-Type matches "Ethernet" AND, and click Edit.

Settings |

Specify the conditions that connection requests must match.

Windows-Groups matches "COMBAWNZ2.1 %"

Add... | ------ E |:||t ----- } Bemowve

|f connection requests match the conditions zpecified in thiz palicy, the
azzociated profile will be applied to the connection.

Edit Prafile... |

nlezs individual access permizzions are specified in the uzer praofile, this
paolicy contrals access to the netwaork,

If & connection request matches the specified conditions:
" Deny remote access permission

{* Grant remote access permission

] I Cancel | Spply |

Select Wireless — Other, click Add, and click OK.

MAS-Port-Type E
Available types: Selected types:
FIAFS | Ethernet

SDSL - Symmetric DSL i Wireless - IEEE 802.11

Sync (T1 Line] << Remave |
Token Ring

Wirtual (PR
Wirelezs - [EEE 802,11

+D5L - Digital Subscri

4| I 4

| i
Ok, I' Cancel |




Click Edit Profile, click the Authentication tab, configure settings as shown in the
following figure, and click OK.

Edit Dial-in Profile 21|
Diakin Constraints | IP | Multilink

: Aulhenticationg I Enciyption l Advanced

Select the authentication methods you want to allow for this connection.

IV Microsoft Encrypted Authentication version 2 (MS-CHAP v2)
™ User can change password after it has expired

V' Microsoft Encrypted Authentication (MS-CHAP)
" User can change password after it has expired

¥ Encrypted authentication [CHAP)

v Unenciypted authentication (PAP, SPAP)

Unauthenticated access

Allow clients to connect without negoatiating an authentication
v
method.

e ‘ |

When a message appears, click No.

Step 3 Configure user information. Create a user and add the user to group 802.1x.

--End
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= Configure your wireless device

OTIP

Windows 7 is taken as an example to describe the procedure.

Step 1 Choose Start > Control Panel, and click Network and Internet > Network and Sharing
Center > Manage wireless networks.

f=lre ]
@Uv 55 ¢ Control Panel b Metwork snd Internet » Metnmrk and Sharing Center - |" ‘ | Search Control Pansl 0 |
Control Panel H ®
ontrol Panel Home . . . . .
View your basic network information and set up connections
: networks = . £ See full map
etaci A o ® (W
Ch dapter setti -
EEER e ADMIN-PC Network 4 Internet
Change advanced sharing (This computer)
settings . . .
View your active networks Connect or disconnect
l MNetwork 4 Access type: Mo Internet access
Work network Connections: [ Local Area Connection 5
Change your networking settings
‘ﬁ;a Set up a new connection or network
= st up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
E, Connect to a network
Connect or reconnect to a wireless, wired, dial-up, er VPN network connection,
*% Choose homegroup and sharing eptions
Access files and printers located on other network computers, or change sharing settings.
T @ Tl.'cubleshcct prcb.\r:m: . .
Diagnose and repair network problems, or get troubleshooting information,
HomeGroup
Internet Options
Windows Firewall

Step 2 Click Add.

[= =]

@\J"'ﬂﬂ] v Contral Panel » Metwork and Internet » banage Wireless Metwarks - | 5 | | Search Manoage Wireless Networks el |

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below,

dd : Adapter properties  Profiletypes  Network and Sharing Center

0 items

I 11!5!
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Step 3 Click Manually create a network profile.

u ! Manually connect to a wireless network

How do you want to add a network?

Ad¢ Manually create a network profile

"= This creates a new network profile or locates an existing network and saves a profile
for the network on your computer, You need to know the network name (55ID) and
security key (if applicable).

& Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

Cancel

Step4 Enter wireless network information, select Connect even if the network is not
broadcasting, and click Next.

E=8 Eol =<~

@ ! Manually connect to a wireless network

Enter information for the wireless network you want to add

gNetwork name: hot_spot

. Same as the security mode
: Security type: ’WPAE—Enterprise ']

: of the WiFi network of the
EEncr}fption type: [.&ES v] AP

éSecurity Key: ' Hide characters
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Step 5 Click Change connection settings.

'\../'I !l Manually connect to a wireless network

Successfully added hot_spot

= Change connection settings
Open the connection properties so that] can change the settings.

Close

Step 6 Click the Security tab, select Microsoft: Protected EAP (PEAP), and click Settings.

e =)

hot sp-:ut"-.l'l.-"lreless Metwiork Propetties @

Security bype: [WPAE-Enterprise - ]

Encryption bype: [.ﬁ.ES - ]

Choose a nebwork, authentication metbod:

. V| Remember my credentials for this connection each
kime I'm logged on

advanced setkings

i ] [ Zancel
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Step 7 Deselect Validate server certificate and click Configure.

Protected EAP Properties @

When connecting:

Connect ko these servers:

Trusted Root Certification Authorities:

Baltimore CyberTrust Root -
lass 3 Public Primary Certification Authority
Global3ign Roat Ca

Microsoft ook Authority

Microsaft Fook Certificate Authority
Microsoft Foot Certificate Authority 2011

Thawte Timeskamping CA -
4 m 2

m

Do not prompt user ko authorize new servers ar trusted
certification authorities,

Select Authentication Method:

Secured password (EAP-MSCHAR w2) hd | | Configure. ..

| Enahble Fast Reconnect
Enfaorce Mekwork Access Protection
Disconnect if server does nat present cryptobinding TLY
Enable Identity Privacy

[ (0] 4 ] | Cancel |

Step 8 Deselect Automatically use my Windows logon name and password (and domain if any)
and click OK.

E&P MSCHAP2 Properties [

When connecting:

Automatically uze my ‘Windows logon name and =
pazzword [and domain if any). .
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Step 9 Click Advanced settings.

hot_spot Wireless MNetwork Properties @

Security

Security bype: [WPAZ—Enterprise A ]

Encryption type: [AES b ]

Choose a network authentication method:
[Microsoft: Protected EAP (PEAP) | [ Settings |

Rernemnber my credentials for this connection each
time I'm logged on

¢ | Advanced settings

[ oK H Caniel ]

Step 10 Select User or computer authentication and click OK.

Advanced settings @

G0z2.1x settings | 302,11 settings

Specify authentication mode:

[User or computer authentication -+ Sawve credentials

3

Deleke credentials For all users

[ Enable single sign on For this netwaork.

(@) Perform imrmediakely before user logon
Perform immediately after user logon

Mazximum delay (seconds): 10 =

Allow additional dialogs to be displayed during single
Sign on

This nekwark uses separate wirkual LANS For machine
and user authentication
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Step 11 Click Close.

=l = =

@ ! Manually connect to a wireless network

Successfully added hot_spot

# Change connection settings
Open the connection properties so thatI can change the settings.

[E=3EcE =5
@T)-\,ﬂ-ﬂ] » Control Panel » Network and Internet » Manage Wireless Metworks « [ 4 |[ Search Manage Wiretess etworks 2|
Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these netwerks in the erder listed below.
Add  Adapterproperties  Profile types  Network and Sharing Center @

Networks you can view, modify, and reorder (1)
~ . hat_spot Security: WEP Type: Any supported

A

l 0 items

Step 12 Click the network icon in the lower-right corner of the desktop and choose the wireless
network of the AP such as hot_spot in this example.

Currently connected to: £ -
Network 4 =
Internet access

Wireless Network Connection ~

hot_spot

Connect automatically Cannect

Open Metwork and Sharing Center
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Step 13 In the Windows Security dialog box that appears, enter the user name and password set on
the RADIUS server and click OK.

Windows Security

Network Authentication
Pleasze enter user credentials

- |

--End

Verification

Wireless devices can connect to the wireless network hot_spot.
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7.2 RF Settings

7.2.1 Overview
The RF module is used to set radio parameters of the AP. The following briefly describes the SSID

isolation function.

Isolate SSID

This function isolates the wireless clients connected to different wireless networks of the AP. For
example, if user 1 connects to the wireless network corresponding to SSID1, whereas user 2
connects to the wireless network corresponding to SSID2, the two users cannot communicate with

each other after SSID isolation is implemented.

Disable Isolate SSID Enable Isolate SSID
= = = =
SSID1 SSID2 SSID1 SSID2

. Devices connect to
=—| SSID1 and SSID2

Devices connect to
s—) SSID1 and SSID2 can |5
cannot czgimunicate
with each other

communicate with
. _|| each other ) l

7.2.2 Changing the RF settings

i [

i
i [

Step1 Choose Wireless > RF.

Step 2 Change the parameters as required. Generally, you only need to change the Enable RF,
Channel, Lock Channel, Isolate SSID and Client Timeout Interval settings.

Step 3 Click Save.
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Enzble RF L4 Save
Country/Ragion China v
S Restore
Metwark Mode 11b/gin L4
Help
Channel Auto v
Channel Bandwidth 20MHz 40MHz 20/40MHz
Extension Channel Auto v
Lock Channel L4
Isolate SSID @) Disable Enzble
APSD Enable # Disable
Client Timeout Interval 5 minutes ¥
--End
Parameter description
Parameter Description
Enable RF It specifies whether to enable the RF function of the AP.

It specifies the country or region where the AP is used. This parameter helps comply

Countr . . .
y with channel regulations of the country or region.

It specifies the wireless network mode of the AP.

Available options include 11b/g, 11b, 11g, and 11b/g/n. This parameter can be set if
Lock Channel is not selected.

¢ 11b: It indicates that only clients working in the 11b network mode can connect to
the AP.

Network Mode * 11g: It indicates that only clients working in the 11g network mode can connect to

the AP.

® 11b/g: It indicates that only clients working in the 11b or 11g network mode can
connect to the AP.

® 11b/g/n: It indicates that clients working in the 11b, 11g, or 11n network mode can
connect to the AP.

It specifies the operating channel of the AP. This parameter can be set if Channel

Channel )
Lockout is not selected.

It specifies the bandwidth of the operating channel of the AP. This parameter can be
set if Channel Lockout is not selected.

Channel Bandwidth ~ ® 20MHz: It indicates that the AP only uses 20 MHz channel bandwidth.
® 40MHz: It indicates that the AP only uses 40 MHz channel bandwidth.

® 20/40MHz: It indicates that the AP automatically adjusts its channel bandwidth to 20
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Parameter

Extension Channel

Lock Channel

Isolate SSID

APSD

Client Timeout
Interval

Description

MHz or 40 MHz according to the ambient environment. This option is effective only
for 802.11b/g/n mixed network mode.

It specifies an additional channel used to increase the channel bandwidth if the AP
works in the 802.11b/g/n mixed network mode and the channel bandwidth option
40MHz or 20/40MHz is selected.

It is used to lock the selected channel. After a channel is locked, parameters of the
channel cannot be changed, including Country, Network Mode, Channel, Channel
Bandwidth, and Extension Channel.

It specifies whether to isolate the wireless clients connected to the AP with different
SSIDs.

® Disable: It indicates that the wireless clients connected to the AP with different SSIDs
can communicate with each other.

® Enable: It indicates that the wireless clients connected to the AP with different SSID
cannot communicate with each other. This improves wireless network security.

It specifies whether to enable the Automatic Power Save Delivery (APSD) function. It
helps reduce power consumption of the AP. By default, it is disabled.

It is used to set the timeout interval of clients. After a wireless client connects to the
AP, the AP disconnects from the wireless client if no data is exchanged between them
within the interval.
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7.3 Channel Scan

7.3.1 Overview

This function enables you to know wireless networks information nearby, including SSID, MAC

address, channel and wireless signal strength.

7.3.2 Checking the usage of channels

Step 1 Choose Wireless > Channel Scan.

Step 2 Click Scan.

Channel Scan

Scan Help
--End
Wait for a moment. The following table shows the scanning result.
Channel Scan

Disable Scan Help
1D SSID MAC Address N;t:d(:k Channel B:ulllj:a::ilj:h Security Mode Stsri;:jtlh
1 Tenda_1 50:2b:73:09:94:51 ban 10 20 wpa2/ass 0dBm
2 Tenda_826021 €8:33:35:4cchi7l ban 2 20 wpalwpa2/zes -34dBm
3 Tenda_FFBF30 50:2b:73:ff:bf:31 ban 5 20 wpafwpa2/aesh -36dBm
2 default CB:33:35:4e:84:d0 ban 1 20 nane -36dBm
5 Tendz_ 826022 | ¢B:33:35:36:6fc1 ban 3 40 wpalwpa2/ass -36dBm
) Tenda_WiFi c8:33:35:07:b3:b1 ban - 20 nang -38dBm
7 Tenda_826020 50:2b:73:82:60:21 ban 1 20 wpaz/aes -38dBm
8 Tenda_S0F0S0 €8:3a:35:06:49:b1 ban 13 20 wpalwpa2/ass -38dBm
Q Tenda_D70CAD 50:2b:73:f0:39:d1 ban & 20 wpaz/ass -40dBm
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7.4 WMM Setup

7.4.1 Overview

802.11 networks offer wireless access services based on the Carrier Sense Multiple Access
with Collision Avoidance (CSMA/CA) channel competition mechanism, which allows all
wireless clients to fairly compete for channels. All the services implemented over wireless
networks share the same channel competition parameters. Nevertheless, different services
usually have different requirements for bandwidth, delay, and jitter. This requires wireless
networks to offer accessibility based on the services implemented over the networks.

WMM is a wireless QoS protocol used to ensure that packets with high priorities are
transmitted first. This ensures better voice and video service experience over wireless
networks.

® WMM involves the following terms:

- Enhanced Distributed Channel Access (EDCA): It is a channel competition mechanism to
ensure that packets with higher priorities are assigned more bandwidth and transmitted
earlier.

Access Category (AC): AC: The WMM mechanism divides WLAN traffic by priority in
descending order into the AC-VO (voice stream), AC-VI (video stream), AC-BE (best effort),
and AC-BK (background) access categories. The access categories use queues with
different priorities to send packets. The WMM mechanism ensures that packets in queues
with higher priorities have more opportunities to access channels.

According to the 802.11 protocol family, all devices listen on a channel before using the
channel to send data. If the channel stays idle for or longer than a specified period, the devices
wait a random backoff period within the contention window. The device whose backoff period
expires first can use the channel. The 802.11 protocol family applies the same backoff period
and contention window to all devices across a network to ensure that the devices have the
same channel contention opportunity.

® EDCA Parameters

WMM changes the contention mechanism of 802.11 networks by dividing packets into four
ACs, among which the ACs with higher priorities have more opportunities to access channels.
The ACs help achieve different service levels.

WMM assigns each AC a set of EDCA parameters for channel contention, including:

~ Arbitration Inter Frame Spacing Number (AIFSN): Different from the fixed distributed
inter-frame spacing (DIFS) specified in the 802.11 protocol family, AIFSN varies across ACs.
A greater AIFSN indicates a longer backoff period. See AIFS in the following figure.

~  Contention window minimum (CWmin) and contention window maximum (CWmax)
specify the average backoff period. The period increases along with these two values. See
the backoff slots in the following figure.

Transmission Opportunity (TXOP): It specifies the maximum channel use duration after
successful channel contention. The duration increases along with this value. The value 0
indicates that a device can send only one packet through a channel after winning
contention for the channel.
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VMM assigns different channel competition parameters to each AC.

Busy Medium

AIFS[AC-BK]

&5

AIFS[AC-BE]

: - -

AIFS[ACYI] 7 /'
ﬂ Backoff slots
& L & -,

AIFSACVT] —e———

Backoff slots

- - -

7 7 7 7
Backoff slots

Backoff slots
£oF
DIFS, Contention Window
e

& Fa i Fai
Backoff glnt//
i i

Aeﬂ Frame

® ACK Policies

WMM specifies the Normal ACK and No ACK policies.

~ According to the No ACK policy, no ACK packet is used during wireless packet transmission
to acknowledge packet reception. This policy is applicable to scenarios where interference
is mild and can effectively improve transmission efficiency. In case of strong interference,
lost packets are not sent again if this policy is adopted. This leads a higher packet loss rate

and reduces the overall performance.

~ According to the Normal ACK policy, each time a receiver receives a packet, it sends back

an ACK packet to acknowledge packet reception.

7.4.2 Changing the WMM settings

By default, the WMM function of the AP is enabled and the Optimized For Capacity mode is

adopted. Procedure for changing the WMM settings:

Step 1

Step 2 Set the WMM to Enable.
Step 3

Step 4

Step 5 Click Save.

Choose Wireless > WMM Setup.

Select the required WMM optimization mode.

If you select Custom, set the WMM parameters as required.
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2.4GHz WMM

WM Disable ® Enzble Save
WM Cptimization Mode Optimized For Throughput{ Concurrent Usars <=10)

Optimized For Capadty( Concurrent Usars ==10)

Help
® Custom
No ACK
ECCA AP Parameters
CWmin CWmax AIFSMN TXOP Limit{usec)
AC_BE 7 53 1 4085
AC_BK 15 1023 7 a
AC_NI 7 15 1 6018
AC_NO 3 7 1 264
EDCA STA Parameters
CWmin CWmax AIFSMN TXOP Limit{usec)
AC_BE 31 255 2 3200
AC_BK 15 1023 7 a
AC_NI 7 15 2 6018
AC_NO 3 7 2 264

Parameter description

Parameter

WMM

Description

® Enable: It is used to enable the WMM function.

® Disable: It is used to disable the WMM function.

It specifies the WMM optimization modes supported by the AP:

* Optimized For Throughput(Concurrent Users <=10): If 10 or less clients are
connected to the AP, you are recommended to select this mode to increase client
throughput.

WMM Optimization

Mode

No ACK

* Optimized For Capacity(Concurrent Users >=10): If more than 10 clients are
connected to the AP, you are recommended to select this mode to ensure client
connectivity.

® Custom: This mode enables you to set the WMM EDCA parameters for manual
optimization.

¢ |f the check box is selected, the No ACK policy is adopted.

e |f the check box is deselected, the Normal ACK policy is adopted.
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Parameter Description

EDCA Parameters For details, refer to section 7.5.1 Overview.

7.5 Advanced

7.5.1 Overview

This module is used to set the RF performance optimization parameters of the AP.
7.5.2 Changing the advanced settings

E’/NOTE

It is recommended that you change the settings only under the instruction of professional personnel,
so as to prevent decreasing the wireless performance of the AP.

Step 1 Choose Wireless > Advanced.
Step 2 Change the parameters as required.

Step 3 Click Save.

Advanced
Beacon Interval 100 ms (Range: 100 - 999; Default: 100) Save
Fragment Threshold 2348 (Range: 256 - 2346; Default: 2346)
Restore
RTS Threshold 2347 (Range: 1 - 2347; Default: 2347)
Help
DTIM Interval 1 (Range: 1 - 255; Default: 1)
Min. RSSI Threshald Enzble ® Disable
Interference Mitigation 2 ¥ | (Range: 0 - 3; Default: 2)
Transmit Powsr 20 ¥ dBm (Range: 8 - 20; Default: 20)
Lock Powsr L4
Praamble ® |Long Preamble Short Preamble
--End

Parameter description
Parameter Description

It specifies the interval for transmitting the Beacon frame.

The Beacon frame is transmitted at the specified interval to announce the
presence of a wireless network. Generally, a smaller interval enables wireless
clients to connect to the AP more quickly, while a larger interval ensures higher
data transmission efficiency.

Beacon Interval
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Parameter

Fragment Threshold

RTS Threshold

DTIM Interval

Min. RSSI Threshold

Interference Mitigation

Transmit Power

Description

It specifies the threshold of a fragment. The unit is byte.

Fragmenting is a process that divides a frame into several fragments, which are
transmitted and acknowledged separately. If the size of a frame exceeds this
threshold, the frame is fragmented.

In case of a high error rate, you can reduce the threshold to enable the AP to
resend only the fragments that have not been sent successfully, so as to increase
the frame throughput.

In an environment without interference, you can increase the threshold to reduce
the number of acknowledgement times, so as to increase the frame throughput.

It specifies the frame length threshold for triggering the RTS/CTS mechanism.

If a frame exceeds this threshold, the RTS/CTS mechanism is triggered to reduce
conflicts. The unit is byte.

Set the RTS threshold based on the actual situation. An excessively small value
increases the RTS frame transmission frequency and bandwidth requirement. A
higher RTS frame transmission frequency enables a wireless network to recover
from conflicts quicker. For a wireless network with high user density, you can
reduce this threshold for reducing conflicts.

The RTS mechanism requires some network bandwidth. Therefore, it is triggered
only when frames exceed this threshold.

It specifies the interval for transmitting the Delivery Traffic Indication Message
(DTIM) frame. The unit is Beacon.

A countdown starts from this value. The AP transmits broadcast and multicast
frames in its cache only when the countdown reaches zero.

For example, if DTIM Interval is set to 1, the AP transmits all cached frames after
each beacon frame is transmitted.

It specifies the minimum strength of received signals acceptable to the AP. If the
strength of the signals transmitted by a wireless device is weaker than this
threshold, the wireless device cannot connect to the AP.

If there are multiple APs, an appropriate value of this parameter ensures that
wireless clients connect to the APs with strong signals.

Interference mitigation mode. The default is 2.
® 0: Disable all interference mitigation.

® 1: Enable interference mitigation from the same frequency band, like
interference from microwave oven, smartphone, or Bluetooth device.

e 2: Compulsively enable radio waves interference mitigation.

® 3: Automatically enable radio waves interference mitigation.
It specifies the transmit power of the AP. Higher transmitted power contributes to

wider wireless coverage. But reducing the transmitted power properly can
improve the security of your wireless network.
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Parameter

Lock Power

Preamble

Description

It specifies whether the current transmit power settings of the AP can be
changed. If it is selected, the settings cannot be changed.

It specifies whether to use long preamble or short preamble. A preamble is a
group of bits located at the beginning of a packet to enable a receiver of the
packet to perform synchronization and prepare for receiving data.

By default, the Long Preamble option is selected for compatibility with old
network adapters installed on wireless clients. To achieve better synchronization
performance of networks, you can select the Short Preamble option.
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7.6 Access Control

7.6.1 Overview

It specifies, based on MAC address filter rules, the wireless devices that can or cannot access the
wireless networks of the AP. Devices that have been controlled cannot connect to the
corresponding wireless network.

The AP supports the following MAC address filter rules:
- Disable: It indicates that access control is disabled.

- Allow: It indicates that only the wireless devices with the specified MAC addresses can
access the wireless networks of the AP.

- Disallow: It indicates that only the wireless devices with the specified MAC addresses
cannot access the wireless networks of the AP.

7.6.2 Configuring access control

Step 1 Choose Wireless > Access Control.

Step 2 From the SSID drop-down list box, select the SSID of the wireless network on which access
control must be implemented.

Step 3 Select an access control mode from the MAC Filter Mode drop-down list box.

Step 4 If you select Allow or Disallow, enter the MAC addresses to control in the access control
list and click Add.

OTIP

If a wireless device to be controlled has been connected to the AP, you can click Add corresponding to
the device in the wireless client list to directly add it to the access control list.

Step 5 Click Save.

Access Control

You can spacify MAC address filter rules to allow or disallow wirsless devices ta connect to the wireless netwarks of Save
the AP.
551D Tenda_B85888 v Restore
Wireless client list
MAC Filter Mode Allow v
Help
D MAC Address P Connection Uptime Add to List
1 1C:5C:F2:B4:40:08 192.168.0.133 00:00:12 Add
MAC Address Operation
2 2 2 2 2 12 Add
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Parameter description

Parameter Description

SSID

It specifies the SSID that requires wireless client access control.

It specifies the mode for filtering MAC addresses.

* Disable: It indicates that access control is disabled.

MAC Filter Mode e Allow: It indicates that only the wireless clients on the access control list can connect

to the AP with the selected SSID.

e Disallow: It indicates that only the wireless clients on the access control list cannot
connect to the AP with the selected SSID.

7.6.3 Example of configuring access control

Networking requirement

A wireless network whose SSID is Home has been set up in a large apartment. Only family
members are allowed to connect to the wireless network.

The Access Control function of the AP is recommended. The family members have three wireless
devices whose MAC addresses are C8:3A:35:00:00:01, C8:3A:35:00:00:02, and C8:3A:35:00:00:03.

Configuration procedure:

Step 1
Step 2
Step 3
Step 4

Step 5

Choose Wireless > Access Control.
Select Home from the SSID drop-down list box.
Select Allow from the MAC Filter Mode drop-down list box.

Enter C8:3A:35:00:00:01 in the MAC Address text box and click Add. Repeat this step to
add C8:3A:35:00:00:02 and C8:3A:35:00:00:03 as well.

Click Save.
--End
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The following figure shows the configuration.

Access Control

You can specify MAC address filter rules to allow or disallow wirgless devices to connect to the wirsless networks of

the AP.
S5ID Home v
MAC Filter Mode Allow r
D MAC Address P Connection Uptime Add to List
No clisnt connected.
MAC Address Operation
C8 [f3A (35 00 00 [foO3 Add
1 C8:3A:35:00:00:01 I#| Enable Delete
2 CB:3A:35:00:00:02 I#| Enable Delete
3 CB:3A:35:00:00:03 I#| Enable Delete
Verification

Only the specified wireless devices can connect to the Home wireless network.

67

Save

Restore

Help



7.7 QVLAN Settings

7.7.1 Overview

The AP supports 802.1Q VLANs and is applicable in a network environment where 802.1Q VLANs
have been defined. By default, the QVLAN function is disabled.

7.7.2 Configuring the QVLAN function

Step 1 Choose Wireless > QVLAN Setup.

Step 2 Change the parameters as required. Generally, you only need to change the Enable, and
VLAN ID settings.

Step 3 Click Save.

QVLAN Setup

% Enzble
Save
PVID
Management VLAM Restore
% 2.4G SSID VLAN ID (1~4094) Help
Home 1000
--End
Parameter description
Parameter Description
Enable It specifies whether to enable the QVLAN function of the AP. By default, it is
disabled.
PVID It specifies the ID of the default native VLAN of the trunk port of the AP. The
default value is 1.
It specifies the ID of the AP management VLAN. The default value is 1.
Management VLAN After changing the management VLAN, you can manage the AP only after
connecting your computer or AP controller to the new management VLAN.
2.4G SSID It specifies the currently enabled 2.4 GHz SSIDs of the AP.
It specifies VLAN IDs corresponding to SSIDs. The default value is 1000.
VLAN ID After the QVLAN function is enabled, the wireless interfaces corresponding to
SSIDs functions as access ports. The PVID and VLAN ID of an access port are the
same.
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If the QVLAN function is enabled, tagged data received by a port of the AP is forwarded to the
other ports of the VLAN corresponding to the VID in the data, whereas untagged data received by
a port of the AP is forwarded to the other ports of the VLAN corresponding to the PVID of the port

that receives the data.

The following table describes how ports of different link types process transmitted and received

Method to Process Received Data

data.
Port
Tagged Data
Access
Forward the data to other ports
of the VLAN corresponding to
Trunk the VID in the data.

Untagged Data

Forward the data to the other
ports of the VLAN
corresponding to the PVID of
the port that receives the data

7.7.3 Example of configuring QVLAN settings

Networking requirement

A hotel has the following wireless network coverage requirements:

Method to Process
Transmitted Data

Transmit data after removing
tags from the data.

If the VID and PVID of a port
are the same, transmit data
after removing tags from the
data.

If the VID and PVID of a port
are different, transmit data
without removing tags from
the data.

~  Guests are connected to VLAN 2 and can access only the internet.

Employees are connected to VLAN 3 and can access only the internal server.

~ Managers of the hotel are connected to VLAN 4 and can access the internet and the

internal server.

Assumption

The AP enables wireless networks and configures the following SSIDs.

SSID of the wireless network for guests: internet

~  SSID of the wireless network for employees: oa

— SSID of the wireless network for hotel managers: VIP
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Network Topology

Internal Server PoE Switch Router

//-* — ——~_ AP
/ \ SSID for guests: internet VLAN 2

[ \

! / SSID for employees: oa VLAN 3
— VLAN 4

SSID for managers: VIP

Configuration procedure:
= Configure the AP

Step 1 Login to the web Ul of the AP and choose Wireless > QVLAN Setup.
Step 2 Select the Enable check box.

Step 3 Change the VLAN ID of the SSID internet to 2, the VLAN ID of the SSID oa to 3, and the

VLAN ID of the SSID VIP to 4.
Step 4 Click Save.

[EVLAN Setu p
Enzble v *
PVID

Management VLAN

2.4G SSID VLAN ID (1~4094)
intemet 2 %
VIP 4 %
oa I %

--End

Wait for the automatic reboot of the AP.

70

Save

Restore

Help



= Configure the switch

Create IEEE 802.1Q VLANSs described in the following table on the switch.

Port Connected To Accessible VLAN ID Port Type PVID
AP 1,2,3,4 Trunk 1
LAN server 3,4 Trunk 1
Router 2,4 Trunk 1

Retain the default settings of other ports. For details, refer to the user guide for the switch.
= Configure the router and the internal server

To ensure that wireless devices connected to the AP can access the internet, the router and
internal server are required to support the QVLAN function. Refer to the following details:

For the router:

Port Connected To Accessible VLAN ID Port Type PVID

Switch 2,4 Trunk 1
For the internal server:

Port Connected To Accessible VLAN ID Port Type PVID
Switch 3,4 Trunk 1

For details of configuration procedure, refer to the user guide of the router and the internal server.

--End

Verification

Wireless clients connected to the internet wireless network can access only the internet, the
wireless clients connected to the oa wireless network can access only the internal server, and
wireless clients connected to VIP wireless network can both access the internet and the internal
server.
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SNMP

8.1 Overview

The Simple Network Management Protocol (SNMP) is the most widely used network management
protocol in TCP/IP networks. SNMP enables you to remotely manage all your network devices
compliant with this protocol, such as monitoring the network status, changing network device
settings, and receive network event alarms.

SNMP allows automatic management of devices from various vendors regardless of physical
differences among the devices.

8.1.1 SNMP management framework

The SNMP management framework consists of SNMP manager, SNMP agent, and
Management Information Base (MIB).

SNMP manager: It is a system that controls and monitors network nodes using the SNMP
protocol. The SNMP manager most widely used in network environments is Network
Management System (NMS).An NMS can be a dedicated network management server, or
an application that implements management functions in a network device.

SNMP agent: It is a software module in a managed device. The module is used to manage
data about the device and report the management data to an SNMP manager.

MIB: It is a collection of managed objects. It defines a series of attributes of managed
objects, including names, access permissions, and data types of objects. Each SNMP agent
has its MIB. An SNMP manager can read and/or write objects in the MIB based on the
permissions assigned to the SNMP manager.

An SNMP manager manages SNMP agents in an SNMP network. The SNMP manager
exchanges management information with the SNMP agents using the SNMP protocol.

8.1.2 Basic SNMP operations

The AP allows the following basic SNMP operations:

Get: An SNMP manager performs this operation to query the SNMP agent of the AP for
values of one or more objects.

Set: An SNMP manager performs this operation to set values of one or more objects in
the MIB of the SNMP agent of the AP.
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8.1.3 SNMP protocol version

The AP is compatible with SNMP V1 and SNMP V2C and adopts the community authentication
mechanism. Community name is used to define the relationship between an SNMP agent and
an SNMP manager. If the community name contained in an SNMP packet is rejected by a
device, the packet is discarded. A community name functions as a password to control SNMP
agent access attempts of SNMP managers.

SNMP V2C is compatible with SNMP V1 and provides more functions than SNMP V1.
Compared with SNMP V1, SNMP V2C supports more operations (GetBulk and InformRequest)
and data types (such as Counter64), and provides more error codes for better distinguishing
errors.

8.1.4 MIB introduction

An MIB adopts a tree structure. The nodes of the tree indicate managed objects. A path
consisting of digits and starting from the root can be used to uniquely identify a node. This
path is calling an object identifier (OID).The following figure shows the structure of an MIB. In
the figure, the OID of Ais 1.3.6.1.2.1.1, whereas the OID of Bis 1.3.6.1.2.1.2.

root

MIB tree structure

1(mib)
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8.2 Configuring the SNMP function

Step 1 Choose SNMP and set SNMP Agent to Enable.

Step 2 Set related SNMP parameters.

Step 3 Click Save.

SNMP
You can configure SNMP V1 or SNMP V2C settings here. Save
SNMP Agent Disable  [®]Enable
Restore
Administrator Administrator
AP Name i9v2.0 Help
Location ShenZhen
Read Community public
Read/Write Community private
--End

Parameter description

Parameter

SNMP Agent

Administrator

AP Name

Location

Read Community

Read/Write Community

Description

It specifies whether to enable the SNMP agent function of the AP. By default, it is
disabled.

An SNMP manager and the SNMP agent can communicate with each other only if
their SNMP versions are the same. Currently, the SNMP agent function of the AP
supports SNMP V1 and SNMP V2C.

It specifies the name of the administrator of the AP. The default name is
Administrator. You can change the location as required.

It specifies the name of the AP. The default device name is in the format of Model
+ Hardware version number.

OT|F>

It is recommended that you change the AP name so that you can easily
identify the AP when managing the AP using SNMP.

It specifies the location where the AP is used. You can change the location as
required.

It specifies the read password shared between SNMP managers and this SNMP
agent. The default password is public.

The SNMP agent function of the AP allows an SNMP manager to use the password
to read variables in the MIB of the AP.

It specifies the read/write password shared between SNMP managers and this
SNMP agent. The default password is private.

The SNMP agent function of the AP allows an SNMP manager to use the password
to read/write variables in the MIB of the AP.
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8.3 Example of configuring the SNMP function

Networking requirement

~  The AP connects to an NMS over an LAN. This IP address of the AP is 192.168.0.254/24
and the IP address of the NMS is 192.168.0.212/24.

~  The NMS use SNMP V1 or SNMP V2C to monitor and manage the AP.

PoE Switch Router

i T J

B3
NMS

192.168.0.212/24

AP
192.168.0.254/24

Configuration procedure
= Configure the AP
Assume that the administrator name is Tom, read community is Tom, and read/write community is

Tom123.

Step1 Login to the web Ul of the AP and choose SNMP.
Step 2 Set SNMP Agent to Enable.

Step 3 Set the SNMP parameters.

Step 4 Click Save.
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SNMP
You can configure SNMP V1 or SNMP V2C settings here. Save
SNMP Agent Dissble @ Enable
Restore
Administrator Tam
AP MName igv2.0 Help
Location Room
Read Community Tam
Read/Write Community Tom123
--End

= Configure the NMS

On an NMS that uses SNMP V1 or SNMP V2C, set the read community to Tom and read/write
community to Tom 123. For details about how to configure the NMS, refer to the configuration
guide for the NMS.

Verification

After the configuration, the NMS can connect to the SNMP agent of the AP and can query and set
some parameters on the SNMP agent through the MIB.
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Tools

9.1 Firmware Upgrade

This function upgrades the firmware of the AP for more functions and higher stability.

I:’/N OTE

To prevent damaging the AP, verify that the new firmware version is applicable to the AP before
upgrading the firmware and keep the power supply of the AP connected during an upgrade.

Configuration procedure:

Step 1 Download the package of a later firmware version for the AP from http://www.tendacn.com
to your local computer, and decompress the package.

Step 2 Login to the web Ul of the AP and choose Tools > Firmware Upgrade.
Step 3 Click Choose File and select the file for upgrading the firmware.

Step 4 Click Upgrade.

Administrator:admin

Firmware Upgrade

You can upgrade the AP firmware for more functionalities or better performance.
Select 2 Firmware File: | Choose File | Mo file chosen Upgrade

Current Firmwarz Varsion: V1.0.0.6(1020); Release Date: 2017-11-28

Nate: Do naot power off the AP when an upgrade is in process. Otherwise, the AP may be damaged. When an upgrade
is complete, the AP reboots automatically. An upgrade takes about 90 seconds. Please wait.

--End

Wait until the progress bar is complete. Log in to the web Ul of the AP again. Choose Status >
System Status and check whether the upgrade is successful based on Firmware Version.

E’/N OTE

After the firmware is upgraded, you are recommended to restore the factory settings of the AP and
configure the AP again, so as to ensure stability of the AP and proper operation of new functions.
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9.2 Time & Day

This module enables you to set the system time and login timeout interval of the AP.

9.2.1 System Time

Ensure that the system time of the AP is correct, so that logs can be recorded correctly and the
reboot schedule can be executed correctly.

To access the page, choose Tools > Date & Time.

System Time Login Timeout

‘You can configura the system time of the AP here. Save

Mote: The system time is lost when the AP is turned off. It will be synchronized with the GMT time automatically when

the AP is turnad on and connectad to the internet 2gain. Restore
#ISynchronize with intemet time Sync Interval: | 30 minutes v

Help
Time Zone: (GMT+08:00) Beijing, Chongging, Hong Kong, Urumagi, Taipei r

Mote: The system is automatically synchronized with the GMT time anly after the AP is connected to the Internst.
Entar Date and Time:

2018 Y10 M12 D13 h44 m39 s Synchronize with PC Time

The AP allows you to set the system time by synchronizing the time with the internet or manually
setting the time. By default, it is configured to synchronize the system time with the internet.

Synchronizing with internet time servers

The AP automatically synchronizes its system time with a time server of the internet. This enables
the AP to automatically correct its system time after being connected to the internet.

For details about how to connect the AP to the internet, refer to LAN Setup.
Procedure for configuring the AP to synchronize its system time with the internet:

Step 1 Choose Tools > Date & Time > System Time.
Step 2 Select the Synchronize with internet time check box.

Step 3 Set Sync Interval to the interval at which the AP synchronizes its system time with a time
server of the internet. The default value 30 minutes is recommended.

Step 4 Set Time Zone to your time zone.

Step 5 Click Save.
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System Time Login Timeout

You can configure the system time aof the AP here, Save

Mote: The system time is lost when the AP is turned off. Tt will be synchronized with the GMT time automatically whan

..... the AP is tumed an and connected to the INfemet 303IN. ____....oooooeeeeeseeeeeeeseeeeesssseeessssneesssssneessssenees Restore
[#ISynchronize with intemet time Sync Interval: | 30 minutes v
Help
Time Zon2: | (GMT+08:00) Beijing, Chongging, Hong Kona, Urumai, Taipei ¥

Note: The system is automatically synchronized with the GMT time only after the AP is connectad to the Intermet.
Enter Date and Time:

2018 Y10 M12 D13 h44 m39 5 Synchronize with PC Time

--End

Manually setting the system time

You can manually set the system time of the AP. If you choose this option, you need to set the
system time each time after the AP reboots.

Configuration procedure:

Step 1 Choose Tools > Date & Time > System Time.
Step 2 Deselect Sync with internet time servers.

Step 3 Enter a correct date and time, or click Sync with Your PC to synchronize the system time
of the AP with the system time (ensure that it is correct) of the computer being used to
manage the AP.

Step 4 Click Save.

System Time Login Timeout

You can configure the system time of the AP hera. Save

Nate: The system time is lost when the AP is turned off. It will be synchronized with the GMT time automatically when

the AP is turnad on and connacted to the internst again. Restore
[Jsynchronize with internet time Sync Interval: | 30 minutes v

Help
Time Zong: | (GMT+08:00) Beijing, Chongging, Hong Kong, Urumagi, Taipei v

Note: The system is automatically synchronized with the GMT time only after the AP is connected to the Intermst.

Enter Date and Time:

2018 Y10 M12 D13 h44 m39 s Synchronize with PC Time
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9.2.2 Login Timeout

If you log in to the web Ul of the AP and perform no operation within the login timeout interval,
the AP logs you out for network security. The default login timeout interval is 5 minutes.

Procedure for setting the login timeout interval:

Step 1 Choose Tools > Date & Time, and click the Login Timeout tab.
Step 2 Change the login timeout interval as required.

Step 3 Click Save.

System Time Login Timeout

Login Timeout: 5 minute (Rangs: 1 - 60) Save

Restore

Help

--End
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9.3 Logs

9.3.1 View Logs

The logs of the AP record various events that occur and the operations that users perform after the
AP starts. In case of a system fault, you can refer to the logs during troubleshooting.

To access the page, choose Tools > Logs and click View Logs.

View Logs Log Settings

Type of Logs to Display: | All T Refresh
1D Time Type Log Content Clear
37 2018-10-12 13:49:52 systam Sync time success!

36 2018-10-12 13:40:34 system web 192.168.0.104 login

33 2018-10-12 13:15:44 systam Sync time success!

34 2018-10-12 12:45:52 systam Sync time success!

33 2018-10-12 12:28:18 System web 192.168.0.104 login time expired
32 2018-10-12 12:13:52 system Sync time success!

31 2018-10-12 11:56:48 gystem 2.4GHz WiF up

Page4 3 21

To ensure that the logs are recorded correctly, verify the system time of the AP. You can correct the
system time of the AP by choosing Tools > Date & Time > System Time.

To view the latest logs of the AP, click Refresh. To clear the existing logs of the AP, click Clear.

E’yNOTE

e When the AP reboots, the previous logs are lost.

e The AP reboots when the AP is powered on after a power failure, the QVLAN function is
configured, the firmware is upgraded, an AP configuration is backed up or restored, or the factory
settings are restored.
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9.3.2 Log settings
To access the page, choose Tools > Logs and click Log Settings.

On this page, you can set the number of logs to be displayed and configure log servers.

View Logs Log Settings

Number of Logs Displayed 150 {(Range: 100 - 300; Default: 150) Save
Enable Log Server Function Restore
1D Log Server IP Address Log Server Port Enable Operation
Help
Add

= Setting the number of logs to be displayed

By default, the AP can display a maximum of 150 logs on the View Logs page. You can change the
number as required.

Configuration procedure:

Step 1 To access the page, choose Tools > Logs and click Log Settings.
Step 2 Change the number of logs as required within the range of 100 to 300.
Step 3 Click Save.

View Logs Log Settings
% Number of Logs Displayed 150 (Range: 100 - 300; Default: 150) Save
Enable Log Server Function Restore
D Log Server IP Address Log Server Port Enable Operation
Help
Add
--End
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= Configuring log server settings

After a log server is specified, the AP sends its logs to the log server. You can view all the
historical logs of the AP on the log server.

I:’yNOTE

To ensure that system logs can be sent to a log server, choose Network > LAN Setup and set the IP
address, subnet mask, and gateway of the AP for communicating with the log server.

Procedure for adding a log server:

Step 1 To access the page, choose Tools > Logs and click Log Settings.
Step 2 Click Add.

View Logs Log Settings

Number of Logs Displayed 150 (Range: 100 - 300; Default: 150) Save
Enable Log Server Function Restore
D Log Server IP Address Log Server Port Enable Operation
Help
Add

Step 3 Set parameters as follows:

Set Log Server IP to the IP address of the log server.

Set Log Server Port to the UDP port number used to send and receive system logs. The
default port number 514 is recommended.

~ Select Enable to enable this log server rule.

Step 4 Click Save.

View Logs Log Settings

Log Server IP Address Save
Log Server Port 514
’ Restore
Enzble
Help

Step 5 Select Enable Log Server function.

Step 6 Click Save.

--End
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The following figure shows the configuration.

View Logs Log Settings

Number of Logs Displayed 150 (Range: 100 - 300; Default: 150) Save
...... B I T e i ——
1D Log Server IP Address Log Server Port Enable Operation
Hel

Change P
1 192.168.0.88 514 Enable

Delete

Add

Procedure for changing log server settings

Step 1
Step 2
Step 3
Step 4

To access the page, choose Tools > Logs and click Log Settings.
Click Change corresponding to the log server settings to be changed.
Change the parameter settings as required.

Click Save.
--End

Procedure for deleting log server settings

Step 1
Step 2

To access the page, choose Tools > Logs and click Log Settings.

Click Delete corresponding to the log server settings to be deleted.

--End
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9.4 Configuration

9.4.1 Backup & Restore

The backup function enables you to back up the current configuration of the AP to a local
computer. The restoration function enables you to restore the AP to a previous configuration.

If the AP enters the optimum condition after you greatly change the configuration of the AP, you
are recommended to back up the new configuration, so that you can restore it after upgrading or
resetting the AP.

E’yNOTE

If you need to apply same or similar configurations to many APs, you can configure one of the APs,
back up the configuration of the AP, and use the backup to restore the configuration on the other APs.
This improves configuration efficiency.

Backing Up the Current Configuration

Step 1 Choose Tools > Configuration > Backup & Restore.

Step 2 Click Backup and follow the on-screen instructions to perform operations.

Backup & Restore Restore Factory Settings

You can back up the current AP configuration or restore an original AP configuration hers.

aCk Up Configuration Backup
Restore Configuration | Choose File | No file chosen Restore
--End

Restoring a Configuration

Step 1 Choose Tools > Configuration > Backup & Restore.
Step 2 Click Choose File and select the file of the configuration to be restored.

Step 3 Click Restore and follow the on-screen instructions to perform operations.

--End

9.4.2 Restoring the Factory Settings

If you cannot locate a fault of the AP or forget the password of the web Ul of the AP, you can reset
the AP to restore its factory settings and then configure it again. The AP can be reset using
software or hardware.

After the factory settings are restored, the login IP address of the AP is changed to 192.168.0.254,
and the user name and password of the AP are changed to admin.
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E’/NOTE

*  When the factory settings are restored, your configuration is lost. Therefore, you need to
reconfigure the AP to connect to the internet. Restore the factory settings of the AP only when
necessary.

*  To prevent AP damages, ensure that the power supply of the AP is normal when the AP is reset.

Restoring the Factory Settings Using Software

Step 1 Choose Tools > Configuration and click the Restore to Factory Default tab.

Step 2 Click the Restore to Factory Default button.

Backup & Restore Restore Factory Settings

Clicking the Resst button restores the factory settings of the AP. Help

Restore Factory Settings

--End

Restoring the factory settings using hardware
This method enables you to restore the factory settings without logging in to the web Ul of the AP.
Configuration procedure:

Step1 When the AP is working properly, hold down the reset button for 8 seconds.

Vo ) A Reset button

Step 2 Wait about 1 minute.

--End
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9.5 Account

To access page for changing user names and passwords, choose Tools > Account.

On this page, you can change the login account information of the AP to prevent unauthorized
login.

Account

You can change yvour login user name and password here, Save
Note: Only 1 to 32 letters, digits, and underscores zre allowed in 2 user name or password.

Restore
Account Type Lzar Name Enzble Operation
Administrator admin Change Help
Uszar Lser Delete Change

Parameter description
Parameter Description

* Administrator: An account of this type enables you to view and modify settings
Account Type of the AP.

® User: An account of this type enables you to view settings of the AP.

It specifies the user name of an account.

User Name By default, the AP has one administrator account and one user account. Both the
user name and password of the administrator account are admin. Both the user
name and password of the user account are user.

It specifies whether an account is enabled.

Enable ® The administrator account is always enabled.

® The user account is enabled by default and can be disabled.

Change: This button is used to change the user name and password of the
account corresponding to the button.

Delete: This button is used to delete the user account.

I:’yNOTE

After changing or deleting an account, click Save.

Operation
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9.6 Diagnostics Tool

If the network connection fails, you can use the diagnostics tool included with the AP to locate the
faulty node.

Configuration procedure:

The link to www.google.com is used as an example.

Step 1 Choose Tools > Diagnostics.

Step 2 Enter the IP address or domain name to be pinged in the Input text box. In this example,
enter www.google.com.

Step 3 Click ping.

Entar an IP address to be pingad (example: ping 192.168.0.254).

Input: | ping ping

--End

The diagnosis result will be displayed in a few seconds in the black text box. See the following
figure.
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Enter an IP address to be pinged (example: ping 192.168.0.254).

Input: | ping www.google.com ping

PING www google.com (31.13 72 54); 56 data bytes

— www.google.com ping statistics —
3 packets transmitted, 0 packets received, 100% packet loss
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9.7 Device Reboot

This module enables you to manually reboot the AP or configure the AP to automatically reboot.

I:’/NOTE

When the AP reboots, all connections are released. You are recommended to reboot the AP at an idle
hour.

9.7.1 Manual Reboot

If a setting does not take effect, you can try rebooting the AP to resolve the problem.
Configuration procedure:

Step 1 To access the page, choose Tools > Device Reboot.

Step 2 Click Reboot.

Manual Reboot Automatic Reboot

You can click the Reboot button here to reboot the AP.

Reboot

--End

9.7.2 Automatic Reboot

Automatic Reboot allows you to reboot the AP at your specified time to avoid unstable WLAN
performance due to long- time running. The AP supports the following two ways of automatic
reboot.

Rebooting the AP at an interval

Configuration procedure:

Step 1 Choose Tools > Device Reboot and click the Automatic Reboot tab.
Step 2 Select the Enable Auto Reboot check box.

Step 3 Set Reboot Mode to At intervals.

Step 4 Set Interval to a value in minutes, such as 1440.

Step 5 Click Save.
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Manual Reboot Automatic Reboot

Enable Auto Reboot (¥ Save
Reboot Mode Atintervals v
Restore
Interval 1440 minute (Range: 10 - 7200)
Help

--End

Rebooting the AP at specified time

Configuration procedure:

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Choose Tools > Device Reboot and click the Automatic Reboot tab.
Select the Enable Auto Reboot check box.

Set Reboot Mode to At specified time.

Select the day or days when the AP reboots.

Set the time when the AP reboots, such as 23:59.

Click Save.

Manual Reboot Automatic Reboot

Enzble Auto Reboot [£d] Save
Reboot Mode At specified time v
Restore
Date [ Every day I Mon. [ Tus. o Wed., @ Thur, [#Fi. [ Sat
[ Ssun. Help
Time 2359 Example: 3:00

--End
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9.8 LED Control

This function enables you to turn on/off the LED indicator of the AP. By default, the LED indicator is
turned on.

Procedure for turning off the LED indicator:

Step 1 Choose Tools > LED Control.
Step 2 Click Turn Off All Indicators.

LED Control

Help
Turn Off All Indicators

--End
Procedure for turning on the LED indicator:

Step 1 Choose Tools > LED Control.
Step 2 Click Turn On All Indicators.

--End
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Appendixes

A.1 FAQ

Q1. I cannot access the web Ul of the AP after entering 192.168.0.254. What should | do?

Al: Check the following items:
Verify that the IP address of your computer is 192.168.0.X (X: 2~253).
~ Clear the cache of your web browser or replace the web browser, and try login again.
Disable the firewall of your computer or replace the computer, and try login again.

~ If two or more APs are connected to your network without an AP controller, connect one
of the APs to your network and change the IP address of the AP. Repeat this procedure to
change the IP addresses of the other APs.

~  The AP may be being managed by an AP controller and therefore its IP address is no
longer 192.168.0.254. In that case, log in to the web Ul of the AP controller to view the
new IP address of the AP, and log in to the AP using the new IP address.

If you have manually changed the IP address of the AP, change the IP address of your
computer to another IP address that belongs to the same network segment as the new IP
address of the AP and log in again using the new IP address of the AP.

~ If the problem persists, restore the factory settings of the AP and try login again.

Q2. My wireless AP controller cannot find the AP. What should | do?
A2. Check the following items:
Verify that the devices are connected properly and the AP has started.

— If VLANs have been defined on your network, verify that the corresponding VLAN has
been added to your AP controller.

Restart the AP or restore the factory settings of the AP, and try scanning the AP again.
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Q3. Can | log in to the web Ul of the AP to configure the AP after using an AC controller to
manage the AP?

A3. Yes. You are recommended to change the user name and password of the administrator
account (see 9.5 Account) if you use an AC to manage the AP. This improves network security.

For more technical assistance, visit our website at http://www.tendacn.com or send your question
to support@tenda.cn. We will help you resolve your problem as soon as possible.
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A.2 Setting the IP Address of Your Computer

Example: Windows 7

Step1 Choose Start > Control Panel, click Network and Internet, click Network and Sharing
Center, and click Change adapter settings.

Step 2 Right-click Local Area Connection and choose Properties. Select Internet Protocol Version
4 (TCP/1Pv4) and click Properties.

o "

= Local &Area Connection Properties @

Metworking | Sharing

Connect ugsing:

‘i-." Intel[R] 82583 Gigabit Metwork Connection

Thiz connection uzes the following items:

M Client for Microsoft Metworks

.@E!DS Packet Scheduler

.@ File atnd Frinter Sharing for Microsoft Metwaorks
<A nternet Protocal Yersion B [TCPAAPwE]
B8 Internet Protocal Yersion 4 [TCPAAPw4)
i Link-Laver Topology Discoverny Mapper 10 Driver
i Link-Laver Topology Discovery Responder

[ Inztall... [Irinstall Froperties

Drezcription

Tranzmizzian Contral Protocal/lnternet Protocal. The default
wide area network, protocol that provides communication
acrogs diverse interconnected networks,

[ Ok ][ Cancel ]

Step 3 Select Use the following IP address. Set IP address to an IP address that is different from
the IP address of the LAN port of the AP but belongs to the same network segment as the
IP address of the LAN port of the AP. Set Subnet mask to 255.255.255.0. Click OK.
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Interret Protocol Version 4 {TCP/IPw4) Properties @

You can get IP sethings assigned automatically if wour nebwork supports
this capability, Otherwise, you need ba ask your network, adminiskrakor
for the appropriate IP settings,

1 Obtain an IP address automatically

@ Use the Following IP address:
IP address: 192 163 . 0 . 10
Subnet masks: 285 255 .255 ., O

Defaulk gateway:

Obkain DMS server address autornatically
@ Use the Following DS server addresses:

Preferred DMNS server:

alternate DS server:

[ walidate settings upon exit

[ (]4 H Cancel ]

The Local Area Connection Properties dialog box appears.

Step 4 Click OK.
--End
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A.3 Default Parameter Settings

The following table lists the factory settings of the AP.

Parameter

Login

Quick Setup

LAN Setup

DHCP Server

Wireless Basic

IP address

Administrator

User Name/Password
User

Working Mode

IP Address Type

IP Address (management IP address)

Subnet Mask
Gateway

Primary DNS Server
Secondary DNS Server
Device Name

DHCP Server

Start IP

End IP

Lease Time

Subnet Mask
Gateway

Primary DNS Server

Secondary DNS Server (Optional)

SSID

Broadcast SSID

Isolate Client
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Default Value
192.168.0.254
admin/admin
user/user

AP Mode
Static
192.168.0.254
255.255.255.0
192.168.0.1
8.8.8.8
8.8.4.4

Model + Hardware version number, such as i9V2.0
Disable
192.168.0.100
192.168.0.200
1 day
255.255.255.0
192.168.0.1
8.8.8.8
8.8.4.4

Supports 4 SSIDs.

SSID is Tenda_XXXXXX, where XXXXXX indicates the
last 6 characters in the MAC address specified on
the label on the external surface of the AP - +3

The primary SSID is enabled, and others are
disabled.

Enable

Disable



Parameter Default Value

WMF Disable
Max. Number of Clients 32
Chinese SSID Encoding UTF-8
Security Mode None
Wireless network Enable
Network Mode 11b/g/n
Channel Auto
Channel Bandwidth 20/40 MHz
RF Extension Channel Auto
Lock Channel Enable
Isolate SSID Disable
APSD Disable
Client Timeout Interval 5 minutes
Beacon Interval 100 ms
Fragment Threshold 2346
RTS Threshold 2347
DTIM Interval 1
X\g\r/z':z: . Min. RSSI Threshold Disable
Interference mitigation 2
Transmit Power 20 dBm
Lock Power Enable
Preamble Long Preamble
WMM function Enable
WMM
WMM Optimization Mode Optimized For Capacity (Concurrent Users >=10)
Wireless Access Control Disable
QVLAN function Disable
QVLAN PVID 1
Management VLAN 1
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Parameter

SNMP

Tools

2.4 GHz SSID VLAN ID

SNMP Agent
Administrator Name
AP Name
SNMP Location
Parameters

Read Community

Read/Write
Community

Synchronize with
internet Time

System Time

Time Zone

Login Timeout
Number of Logs Displayed
Automatic Reboot

LED Control
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Default Value

1000

Disable

Administrator

Model + Hardware version number, such as i9V2.0
ShenZhen

public

private

Enable

(GMT+08:00) Beijing, Chongging, Hong Kong,
Urumqi, Taipei

5 minutes
150
Disable

LED indicators turn on



	1  Getting to know your device
	1.1  Overview
	1.2  Appearance
	1.2.1  LED indicator
	1.2.2  Button and port
	1.2.3  Label


	2  Application scenarios
	2.1  Small scale WiFi network deployment
	2.1.1  Deploying the AP with a Tenda router with the AP controller capacity
	Networking topology
	Setting up the AP

	2.1.2  Deploying the AP with a router without the AP controller capacity
	Networking topology
	Setting up the AP


	2.2  Large scale WiFi network deployment
	Networking topology
	Setting up the AP


	3  Login
	3.1  Logging in to the web UI of the AP
	3.2  Logging out of the web UI of the AP
	3.3  Web UI layout
	3.4  Common buttons on the web UI

	4  Quick Setup
	4.1  Overview
	4.2  Configuring AP mode
	4.3  Configuring Client+AP mode

	5  Status
	5.1  System Status
	5.2  Wireless Status
	5.3  Traffic Statistics
	5.4  Wireless Clients

	6  Network settings
	6.1  LAN setup
	6.1.1  IP address obtaining mode – static IP address
	6.1.2  IP address obtaining mode – dynamic IP address

	6.2  DHCP server
	6.2.1  Overview
	6.2.2  Configuring the DHCP server
	6.2.3  DHCP clients


	7  Wireless Settings
	7.1  Basic settings
	7.1.1  Overview
	7.1.2  Changing the SSID setup
	7.1.3  Examples of configuring SSID setup
	Setting up a non-encrypted wireless network
	Networking requirement
	Configuration procedure:
	Verification

	Setting up a wireless network encrypted using WPA/WPA2-PSK
	Network requirement
	Configuration procedure:
	Verification

	Setting up a wireless network encrypted using WPA or WPA2
	Network requirement
	Configuration procedure:
	Verification



	7.2  RF Settings
	7.2.1  Overview
	Isolate SSID

	7.2.2  Changing the RF settings

	7.3  Channel Scan
	7.3.1  Overview
	7.3.2  Checking the usage of channels

	7.4  WMM Setup
	7.4.1  Overview
	7.4.2  Changing the WMM settings

	7.5  Advanced
	7.5.1  Overview
	7.5.2  Changing the advanced settings

	7.6  Access Control
	7.6.1  Overview
	7.6.2  Configuring access control
	7.6.3  Example of configuring access control
	Networking requirement
	Configuration procedure:
	Verification


	7.7  QVLAN Settings
	7.7.1  Overview
	7.7.2  Configuring the QVLAN function
	7.7.3  Example of configuring QVLAN settings
	Networking requirement
	Assumption
	Network Topology
	Configuration procedure:
	Verification



	8  SNMP
	8.1  Overview
	8.1.1  SNMP management framework
	8.1.2  Basic SNMP operations
	8.1.3  SNMP protocol version
	8.1.4  MIB introduction

	8.2  Configuring the SNMP function
	8.3  Example of configuring the SNMP function
	Networking requirement
	Configuration procedure
	Verification


	9  Tools
	9.1  Firmware Upgrade
	9.2  Time & Day
	9.2.1  System Time
	Synchronizing with internet time servers
	Manually setting the system time

	9.2.2  Login Timeout

	9.3  Logs
	9.3.1  View Logs
	9.3.2  Log settings

	9.4  Configuration
	9.4.1  Backup & Restore
	Backing Up the Current Configuration
	Restoring a Configuration

	9.4.2  Restoring the Factory Settings
	Restoring the Factory Settings Using Software
	Restoring the factory settings using hardware


	9.5  Account
	9.6  Diagnostics Tool
	9.7  Device Reboot
	9.7.1  Manual Reboot
	9.7.2  Automatic Reboot
	Rebooting the AP at an interval
	Rebooting the AP at specified time


	9.8  LED Control

	Appendixes
	A.1  FAQ
	A.2  Setting the IP Address of Your Computer
	A.3  Default Parameter Settings




